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OUR FIRM

WHO WE ARE > WHAT WE DO > WHAT TO EXPECT >

OUR APPROACH & OUR MISSION & OUR AMBITION >
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BEYOND TECHNOLOGY >

Beyond our commitment to product, service and
solution  delivery, EXECUCOMM  Technologies
demonstrates a sound adherence to quality, reliability
and support through partner allegiance, customer
loyalty, accountability and promise of excellence.

OUR STRENGTHS

PEOPLE >

By leveraging the power of human potential, we
connect a curated eco-system of the world's leading
innovators and technologists that empower better
decision making and confidence in evolving markets
and changing business atmospheres. Our people
combine the spirit of engineering excellence with a
strong commitment to deliver a superb end-to-end
customer experience.

PARTNERSHIP >

Sound partnerships with our stakeholders, clients
and alliances are what differentiates us from our
counterparts. We work closely with our partners to
deliver exceptional disruptive technology that
transforms organizations while simplifying the
process. We understand that effective partnerships
take time, patience and trust, so we continue to
invest in mechanisms that help us to fuffill our
promise and commitment to quality products,
services and performance solutions.

INTEGRATED SOLUTIONS >

We believe in a holistic approach in improving
capabilities and performance. We provide revolution-
ary solutions that evolve with the changing needs of
our consumers and the markets in which they
operate. Our portfolio enables our customers to drive
efficiencies, make informed decisions and remain
diligent in meeting challenges and opportunities. By
continuously investing in advanced technologies, we
are able to provide one-stop mission control.

COLLABORATIVE CULTURE >

We believe in the power of collaboration, partnership,
diversity, equity and inclusion that welcomes a fresh
perspective of global insights, opinions and expertise
from various backgrounds, coupled with a mutual
understanding of trust and collective experience
of infectious energy and culture to every client
relationship.

AN INSURGENT IDEOLOGY >

We work with ambitious brands, clients and partners
that are focused on defining their future through the
use technology and innovation. Together, we create a
bold ambitious impact that achieves extraordinary
results that redefine the way we think, operate and
serve.

X X
X RXXK

OO0
DK HKK



01

ANterpricp,
anlutiang

ing you forward

technalagy
INfractructure

digital
tranafarmatian

aaaaaaaaaaaaaaaaaaaaaaaaaaaa

buainecca
coftHare




05

InfarmaAtion
technalagy

06

aMmArt
mAachinea

07

HarRplace
mndprnlzatlnn )

||||||||||||||||||||||||||||||||||

claud )

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee



cyber
apCUrity

tttttttttt , you, your assets and your people

Aduertiaing
technalagiea

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

11

InfarmAtica 8,
dAata Analytica

12

AUtomAtian

Making you efficient in processes and delivery




13

aoftHAare
apphcahnn

oooooooooooooooooooooooooooooo

14

artificiAl
Intelligence

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

15

canaulting

Guiding you through your technology journey

16

praject
managpmpnt

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee



PUBLIC
SECTOR

O
1000

| I—

MANU
FACTURING

A

EDUCATION

INDUSTRIES WE SERVE

HEALTH
CARE

&

INSURANCE

bl

TOURISM &
TRAVEL

(I

RENEWABLE
ENERGY

P

NVAN[BIVAVR
SERVICES

[

e

HOSPITALITY

@

UTILITY

X

RETAIL

[\

=

FOOD &
BEVERAGE

Ll




Ita ime




Proposal

Client: Ministry of Planning, Economic Affairs & Development

Project: The National eProcurement Platform

Purpose: Strategic, Transparent, Impactful Procurement Transformation
Prepared by: EXECUCOMM | EXECUCOMM Technologies

Point of Contact (Client): Kene Bryan | Director | Information & Communications Technology
Project Lead (EXECUCOMM): Thokozile James
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Confidentiality, Non-Disclosure, Non-Use & Non-Circumvention
Statement

This Proposal and all accompanying materials are submitted by EXECUCOMM strictly in
confidence and solely for the purpose of evaluation by the receiving Ministry and its duly
authorized representatives. The contents herein include proprietary, confidential and
commercially sensitive information, including EXECUCOMM’s intellectual property, methodologies,
frameworks, programme structures, governance models, technical designs, financial logic,
implementation approaches and strategic insights, all of which remain the exclusive property of
EXECUCOMM.

By receiving, reviewing or retaining this Proposal, the Recipient agrees that the information shall
not be disclosed, shared, distributed, copied, summarized, referenced or otherwise made
available, in whole or in part, to any third party, including but not limited to other vendors,
consultants, system integrators or advisors, without the prior written consent of EXECUCOMM.

The information shall not be used, directly or indirectly, for any purpose other than evaluating
EXECUCOMM’s proposed engagement, and shall not be adapted, replicated, reverse-engineered,
extracted, benchmarked or utilized to inform parallel initiatives, competitive procurements,
requests for proposals or engagements with alternative service providers.

The Recipient further agrees not to circumvent EXECUCOMM by using the concepts, structures
or designs contained herein to procure similar services or solutions from other parties, nor to
apply any portion of this Proposalin the absence of EXECUCOMM'’s involvement.

No license, assignment or transfer of intellectual property is granted or implied by the submission
of this Proposal, and all rights not expressly granted are fully reserved. These confidentiality and
non-use obligations shall survive the evaluation process regardless of whether an engagement
proceeds and EXECUCOMM reserves all rights and remedies available under law in the event of
any unauthorized disclosure, use or circumvention.
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exoCuUComm

19.09.25

Happy Day Kene,

EXECUCOMM is pleased and honoured to be selected to present this proposal for the design,
development and strategic implementation of the National Procurement Platform. We
recognize the significance of this initiative in transforming public procurement into a
transparent, efficient and impactfocused engine that drives governance, economic growth and
national development outcomes.

Our proposal reflects EXECUCOMM’s halistic approach, integrating strategic management,
technology solutions and impact-driven frameworks to ensure sustainability, scalability and
measurable returns for the Ministry, citizens and stakeholders. \We have carefully designed this
platform proposal to align with the Public Procurement and Disposal of Public Property Act,
support SME inclusivity, enhance citizen engagement and establish Trinidad & Tobago as a
regional benchmark in modern procurement practices.

\We are committed to collaborating closely with your team and all relevant stakeholders to
ensure this platform not only meets technical requirements but also achieves transformative
national value. EXECUCOMM looks forward to partnering with the Ministry to bring this vision to
fruition, delivering a solution that is forward-thinking, secure, data-driven and sustainable.

Thank you for this opportunity to contribute and be a part of this transformative journey toward
the evolution of public procurement in Trinidad & Tobago.

Have the most wonderful week ahead. ©

Warm Regards,

[hotogile (James

Thokozile Nkechi James
Managing Director

execucomm.com
execucommtechnologies.com

hello@execucomm.com
1.868.715.3116

Based in Trinidad & Tabago
Serving the Caribbean p
Impacting the Globe qng V=X






Executive Summary j

The Government of Trinidad & Tobago has articulated a clear and ambitious vision to transform
public procurement through the implementation of a next-generation National e-Procurement
Platform. This initiative is driven by the imperative to enhance transparency, efficiency, compliance
and accountability across all ministries, divisions and agencies, ensuring that procurement
becomes a cornerstone of national trust and effective governance.

With public procurement representing the majority of state expenditure, the moment has arrived
to reimagine procurement as a civic, economic and data-driven engine, one that strengthens
governance, accelerates development outcomes and unlocks long-term value for citizens,
businesses, stakeholders and investors alike. This initiative elevates procurement from an
administrative necessity to a strategic national asset, designed to generate trust, deliver
measurable impact and position Trinidad & Tobago as a regional and global leader in governance
innovation.

The Ministry of Planning, Economic Affairs & Development seeks a comprehensive solution that
automates the full procurement lifecycle, integrates seamlessly with national financial systems as
well as adheres to the regulatory requirements of the Public Procurement and Disposal of Public
Property Act. Central to this ambition is the cultivation of public confidence and the assurance of
sustainability through continuous training, knowledge transfer and institutional capacity building.

EXECUCOMM proposes a Partnership Lifecycle Model that fundamentally redefines how this
vision will be realized. As the Strategic Management Partner, EXECUCOMM integrates strategy,
technology and impact investment into a unified solution built for sustainability, scalability and
sovereignty. This approach ensures that the platform delivers far beyond system deployment,
establishing a robust governance framework, enabling real-time analytics, embedding
transparency and unlocking economic and social returns. By aligning national priorities with
cutting-edge digital infrastructure and innovative financing structures, EXECUCOMM paositions the
Government of Trinidad & Tobago to set a new regional benchmark and to establish itself as a
global standard-bearer in modern, transparent and future-ready procurement.
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The Problem j

The Need for a Secure, Transparent & Efficient Procurement Ecosyste

Public procurement in Trinidad & Tobago represents one of the largest channels of state
expenditure, yet the existing processes remain fragmented, outdated and heavily manual. The
system as it currently stands is weighed down by paper-based transactions, bureaucratic
delays and siloed operations across ministries, divisions and agencies. This inefficiency not
only slows down the delivery of critical goods and services but also results in rising
administrative costs and inconsistent compliance outcomes.

Procurement stakeholders, including government entities, suppliers and citizens, struggle
with a lack of transparency and reaktime visibility into the lifecycle of requisitions, tenders and
awards. Suppliers, particularly small and medium-sized enterprises ([SMEs), often face
barriers to participation due to complex, non-digitized processes and the absence of a truly
inclusive, user-friendly platform. These obstacles discourage broad supplier engagement and
limit the ability of procurement to serve as a driver of equitable economic growth.

On a governance level, the existing ecosystem is misaligned with the demands of the Public
Procurement and Disposal of Public Property Act while ministries face difficulties

ensuring consistent compliance across multiple agencies. At the same time, the absence of
advanced data capture, measurement and analytics capabilities restricts government from
leveraging procurement insights as a strategic tool for planning, forecasting and
accountability.

Compounding these challenges are security and sovereignty gaps, as the systems in place
today lack the infrastructure and controls necessary to safeguard sensitive procurement and
financial data in a rapidly evolving digital landscape. This exposes the government to risks of
data loss, breaches and operational disruptions.

Ultimately, the result is a procurement environment that undermines efficiency, compliance,
inclusivity and public trust. Without a comprehensive, future-ready solution, Trinidad &
Tobago risks not only inefficiencies in state expenditure but also missed opportunities to
transform procurement into a strategic engine for governance innovation, economic
resilience and citizen confidence.
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Current Gaps At A Glance j

— Fragmented Procurement Processes

— Bureaucratic Delays & Legacy Inefficiencies
— Technology, Security & Sovereignty Gaps

— SME Exclusion & Supplier Participation Barriers
— Lack of Transparency & Public Trust

— Poor Data, Measurement & Analytics

— Regulatory & Legislative Lag

— Capacity, Skill & Change Resistance

— Trust, Perception & Stakeholder Disengagement
— Financial Constraints & Risk Aversion

— Paper Based & Manual Transactions



The Solution j

An End-to-End, Next-Generation National e-Procurement Platform

EXECUCOMM proposes the development of a next-generation National e-Procurement
Platform that will transform the procurement landscape of Trinidad & Tobago into a model of
efficiency, transparency and inclusivity. This solution will digitize the full procurement lifecycle,
spanning requisition, tendering, evaluation, contract award and payment, while eliminating
inefficiencies, reducing risks and restoring public trust in the process.

The platform will be built on a service-oriented microservices architecture ([SOMA)] to
ensure scalability, resilience and adaptability, capable of evolving with the Ministry’s future
needs. To guarantee data sovereignty and business continuity, the solution will operate on
a Government-owned, on-shore private cloud, hosted securely on Nutanix infrastructure.

From a security standpoint, the platform will embody a Zero-Trust architecture with advanced
safeguards including Single Sign-On (SSO), Multi-Factor Authentication (MFA), and Role-Based
Access Controls (RBAC). Every transaction will be secured through tamper-evident audit logs
with all activities monitored via realtime dashboards and advanced analytics to deliver
unmatched visibility into performance, compliance and supplier engagement.

With its open, APHirst framework, the platform will seamlessly integrate with existing
government systems, ensuring interoperability and efficient data exchange. Beyond
technology, the solution represents a strategic enabler of national development, unlocking
opportunities for SMEs, strengthening governance, enhancing competitiveness and
positioning Trinidad & Tobago as a regional leader in digital governance and procurement
excellence.
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Our Strategic Response j

— Unified Procurement Ecosystem

— Intelligent Workflow Automation

— Sovereign & Secure Infrastructure

— Inclusive Supplier Enablement

— Radical Transparency Framework

— Data Intelligence & Predictive Analytics

— Adaptive Compliance Engine

— Human Capital Development & Change Management
— Stakeholder Engagement & Trust Building

— Impact-Driven Financing Models

— End-to-End Digital Transactions

— Integrated Financial Alignment



Differentiators & Value Propaosition

Our Consortium j

Selecting a partner for a project of this national magnitude and importance requires more
than technical expertise. It demands a consortium that can combine global experience with
local insight, strategic foresight with operational precision and innovation with resilience.
EXECUCOMM has carefully curated such a team to guarantee delivery, mitigate risk and
ensure long-term sustainability.

At the core of this consortium is EXECUCOMM, serving as lead integrator and strategic
advisor. EXECUCOMM is supported by Argusoft Ltd, a global leader with over 25 years of
experience in government digitization and a team of 350+ engineers who have successfully
delivered mission-critical digital platforms across multiple jurisdictions. Their extensive
expertise ensures that the proposed solution is built on proven methodologies and global best
practices.

This global strength is complemented by local capability and sovereignty assurance.
Infrastructure and sovereign cloud operations will be anchored within Trinidad & Tobago and
operated by Simply Cloud Solutions (SCS), a trusted regional leader in hyperconverged cloud
infrastructure. This ensures government data remains securely within national borders,
protected from foreign jurisdictions and resilient to natural disasters.

Meanwhile, Inteliconsult Ltd provides on-the-ground technical support, security integration,
and networking services to guarantee smooth deployment and ongoing operational resilience.

A critical differentiator of this consortium is the fusion of international scale with regional
relevance. Argusoft brings successful case studies from comparable contexts, most notably
in Jamaica, where they delivered platforms such as the Al-driven DVBI System and the
Procurement Endorsement Database Management System (PEDMS) for the Public
Procurement Commission. These initiatives highlight a proven ability to deliver platforms that
enhance accountability, efficiency and compliance in Caribbean SIDS with regulatory and
governance structures similar to Trinidad & Tobago.

The chosen infrastructure model, built on Nlutanix-powered hyperconverged systems
operated by SCS, further elevates the proposal. Beyond simplification and unified
management, it delivers advanced features such as immutable S3 storage for compliance
archives, automated disaster recovery, and resilience against natural disasters. This ensures
data sovereignty, long-term reliability and alignment with the government’'s need for
auditability, transparency and uninterrupted service.

Together, this represents a unique partnership model: one that blends global expertise,
regional experience and local ownership, ensuring that the National e-Procurement Platform
is nat just successfully implemented but remains a sustainable, strategic and sovereign
national asset.
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The Benefits of Partnership
Delivering Transparency, Efficiency & Accountability

By partnering with EXECUCOMM and our consortium, the Ministry of Planning, Economic
Affairs & Development will secure a next-generation e-Procurement Platform designed to
transform procurement into a strategic lever for governance innaovation and citizen trust.

The platform will streamline and automate the entire procurement lifecycle, reducing
bureaucratic delays and administrative burdens while accelerating cycle times from
requisition to contract award and payment. Automated workflows, digital tendering and real-
time dashboards will enhance efficiency and free staff to focus on high-value, strategic tasks
rather than repetitive administrative processes.

Transparency will be enhanced through a public-facing procurement portal that allows
suppliers, citizens, and oversight bodies to access information in real time. Immutable audit
logs, a built-in compliance engine and Al-driven reporting will ensure that every transaction is
traceable, verifiable and aligned with the Public Procurement and Disposal of Public Property
Act. This creates a new standard of accountability while restoring and reinforcing public trust.

The platform is also designed with long-term sustainability and sovereignty in mind.
Through structured training, capacity-building programs and phased knowledge transfer,
public sector staff will be fully empowered to manage, adapt and evolve the platform
independently over time. The cloud infrastructure and modular microservices design ensure
resilience, scalability and readiness for future innovation, enabling Trinidad & Tobago to stay
ahead of technological change and regional peers.

Ultimately, the benefits of this partnership extend far beyond digitization. It will reduce costs,
increase inclusivity for SMEs, strengthen governance, and elevate Trinidad & Tobago as the
regional benchmark for transparent, efficient and sustainable procurement. This is not just a
technology project, it is a nation-building initiative that transforms procurement into a driver
of trust, economic resilience and development impact.
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Value Proposition

Table Summar

Deliver an end-to-end
digital procurement
solution.

Deploy on a secure,
government-owned

cloud.

Enable fair &

transparent e-tendering.

Integrate seamlessly
with national financial
systems.

Establish a centralized
vendor registry.

Provide comprehensive
training and
documentation.

YT

End-to-end E-Procurement

Platform Module.

Nutanix HCI on-shore
private cloud

E-Tendering & E-Bidding
Module

Payment Automation &
Cycle Management.

Cataloguing & Vendor
Registry Module.

Ministry Key Training,
Documentation &
Knowledge Transfer.

S) Clojvielolaniag

Fully-automated lifecycle
from requisition to
payment, with embedded
compliance.

Sovereign, on-shore
infrastructure to ensure
data protection and
business continuity.

Al-assisted scoring
models and encrypted,
time-stamped bid
submissions.

Direct APl integration
with the Ministry of
Finance's payment
gateways.

APl integration with
OPR's supplier registry
and an Al-powered
suggestion engine.

In-person sessions &
modular training
materials designed to
ensure capacity building
& sustainability

Reduces manual effort
and ensures legal
adherence.

Protects national data
assets and enhances
operational resilience.

Promotes objectivity,
fairness, and trust in the
bidding process.

Ensures transparent,
milestone-based
disbursements and
financial discipline.

Reduces redundancy,
minimizes errors, and
encourages data-driven
procurement.

Empowers public sector
staff for long-term
platform management.



Our Proposed Solution j

A Customer Focused Approach

1. A Hybrid Methodology for Collaborative Delivery

The project will be executed using a Hybrid Development Methodology that combines the best
attributes of both Waterfall and Agile models. This approach is specifically tailored to the
unique requirements of a large-scale government digitization project, where a clear, welk
defined scope is essential for budget and planning, yet flexibility is required to adapt to
evolving user needs and feedback.

In the initial phases, specifically Requirement Gathering, SRS Preparation, and Prototype
Development, a Waterfall approach will be adopted to ensure a structured process. This
methodology provides a framework for in-depth discovery workshops with stakeholders, user
journey mapping and a thorough analysis of system integration needs. By securing sign-offs
on the design and architecture upfront, the project can proceed with clear scope boundaries,
reducing the risk of rework and ensuring that all stakeholders are aligned on the final vision
for the platform. This structured beginning provides the stability necessary for a mission-
critical application.

Following the initial sign-offs, the project will transition to an Agile methodology for the
development phase. This approach is ideal for a complex platform with multiple functional
modules, as it allows for development to proceed in 2-3 week sprints. Each sprint will
produce a functional release, allowing stakeholders to see tangible progress and praovide
early validation and feedback. This iterative process ensures that the final product is
compliant with the initial requirements as well as refined to meet the practical needs of end-
users. The combination of a structured beginning and a flexible, iterative development
process ensures a project that is both predictable and responsive.
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Our Proposed Solution j

A Customer Focused Approach

2. A Secure and Scalable Microservices Architecture

The proposed platform will be built on a service-oriented microservices architecture (SOMA),
which represents a modern, resilient, and future-proof foundation for the National e-
Procurement Platform. Unlike traditional monolithic architectures, SOMA breaks down the
application into smaller, independent services, each responsible for a specific function, such
as requisition creation, approvals or reporting. This modularity addresses several critical
requirements for a nationalscale digital platform.

The architecture ensures scalability by allowing each microservice to scale independently
based on demand. During peak procurement cycles, for instance, the Approval Service can
scale to handle increased traffic without affecting the performance of other services. An API
Gateway with Elastic Load Balancing will distribute traffic efficiently, ensuring consistent
performance. The use of containerized deployment with Docker and Kubernetes further
enables dynamic scaling across multiple cloud or on-premise instances.

For maintainability, the loosely coupled nature of the microservices means that different
teams can develop, deploy, and maintain individual services without impacting the athers.
New features, such as enhanced supplier validation, can be introduced independently, which
is crucial for a system that must adapt to future regulatory changes.

The architecture also optimizes performance through strategies like database partitioning
and caching. Transactional data will be stored in PostgreSAL or MyS0L, while frequently
accessed records will be cached using Redis. Asynchronous processing with message
gueues will ensure real-time, event-driven updates, minimizing latency.

A Zero-Trust Architecture will be implemented to address security. Strong Identity and
Access Management (IAM)] will be enforced using technologies like SSO and Role-Based
Access Control (RBAC). Data will be encrypted at rest (AES-256) and in transit (TLS .3),and
microservices will communicate via mutual TLS (mTLS) to prevent unauthorized access.

Every action will be logged using a centralized system like Elasticsearch or Splunk, ensuring
full traceability and compliance with government standards. This layered security approach is
essential for a system handling sensitive financial and contractual information.

exocucomm Xaghaimz



Our Proposed Solution j

A Customer Focused Approach

3. Core Functional Modules: A Point-by-Point Response to Your Requirements

The proposed platform addresses the Ministry's requirements through a suite of ten core
functional modules, each designed to digitize a specific part of the procurement lifecycle. The
following provides a detailed averview of the capabilities of each module.

E-Procurement Platform Development: This module digitizes the full procurement lifecycle
with automation and transparency. It enables requisitioning officers to raise requests online
with embedded approval workflows and allows supervisors to digitally review, approve or
reject them with time-stamped logs. Task escalation will ensure that no request remains
pending and a responsive design will allow for mabile access.

E-Tendering and E-Bidding: This module provides a secure and efficient environment for
tendering. Procurement managers can publish various tender types with structured
templates, while suppliers can securely submit encrypted bids online. A key feature is the use
of Al-assisted scoring models to pre-screen bids for compliance and capacity, promoting
fairness and efficiency in the evaluation process.

Cataloguing & Vendor Registry: This module creates a unified and dynamic catalogue of
goods and services. It will feature a critical APl integration to automatically sync vendor data
from the OPR’s supplier database, ensuring consistency and compliance. An Al-powered
suggestion engine will recommend substitutions for items based on availability or budget,
reducing procurement inefficiencies.

Supplier Management & Evaluation: The platform will provide a 360-degree view of supplier
performance. It includes digital vendor onboarding, automated validation of compliance
documents, and a system for tracking performance against metrics like delivery timeliness
and contract compliance. It will also feature alerts to flag vendors with repeated delays or
quality issues.

E-Contract Management: This module governs contracts digitally from drafting to closure. It
provides template-based drafting, automated alerts for key deadlines and escalation
waorkflows for missed obligations. The system is blockchain-ready, which ensures that signed
contracts cannot be altered or tampered with, providing immutable storage and verification.
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Our Proposed Solution j

A Customer Focused Approach

3. Core Functional Modules: A Point-by-Point Response to Your Requirements (continued)

Payment Automation & Cycle Management: This module ensures transparent, milestone-
based disbursements. It will feature seamless integration with the Ministry of Finance's
payment gateways. The system will validate each payment request against budget allocations
and procurement rules before release and provide an end-to-end payment trail for auditors to
verify fund flow.

Compliance, Audit & Transparency: This module is the platform's core safeguard. An
embedded rules engine will validate every procurement action against the Public
Procurement and Disposal of Public Property Act. Immutable audit logs will track every user
action and realtime compliance dashboards will provide oversight to regulatory bodies, with
alerts for anomalies or breaches.

National Procurement Portal (\WWeb): This public-facing portal will enhance trust by providing
realtime visibility into government procurement. Public users can view ongoing tenders,
awarded contracts and procurement statistics. The portal will also include a feedback
module, allowing civil society or watchdog groups to submit concerns, which will be analyzed
to identify trends in public opinion.

Infrastructure, Security & Al Layer: The solution will be hosted on a government-owned
private cloud, ensuring sovereignty. It will employ a Zero-Trust security model with real-time
threat monitoring and encryption of all data at rest and in transit. Al models will proactively
flag fraudulent bids and forecast procurement timelines, serving as a layer of advanced
intelligence.

Training, Documentation & Support: This module ensures the long-term sustainability of the
platform. It includes comprehensive training sessions to equip government staff with the
skills to manage the system, along with user manuals, administration guides and post-launch
helpdesk support.
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Our Proposed Solution j

A Customer Focused Approach

4. Secure Infrastructure on a Sovereign Cloud

The choice of a sovereign, on-shore private cloud solution is a critical element of this proposal,
directly addressing the government's need for data sovereignty, security and resilience. The
proposed infrastructure, pravided by Simply Cloud Solutions [SCS) and powered by Nutanix, is
designed to consolidate compute, virtualization and storage services under a single operating
model, thereby simplifying management and maintenance. The Nutanix hyperconverged
infrastructure (HCI) stack, specifically the NX G family of nodes, will be licensed with Nutanix
Cloud Infrastructure - Pro [NCI Pro) and complemented by Nutanix Unified Storage (NUS) and
Nutanix Objects.

This stack provides robust data resiliency and efficiency, with features like tunable RF2/RF3,
erasure coding (EC-X], and built-in encryption at rest. For a government production portal, the
operational simplicity of Nutanix Prism, which enables one-click, rolling upgrades of software
and firmware, is invaluable as it minimizes maintenance windows and disruption.

The selection of Nutanix Objects is particularly strategic, as it directly supports the platform's
compliance and security requirements. Nutanix Objects provides S3-compatible object
storage that deploys on the same cluster and is designed for unstructured content like RFx
PDFs, bid packages and contracts.

The most important feature for a government application is the built-in immutability provided
by WORM (Write Once, Read Many) and Object Lock capabilities. This functionality ensures
that contract artifacts and evidence cannot be altered after being stored, which directly
supports the immutable audit logs and tamper-proof document controls required by the
platform’s Compliance module. The integration of this advanced storage functionality with the
core software platform creates a seamless and secure ecosystem that is bath highly
available and fully compliant.
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Solution Architecture j

The Procurement Application requires a scalable, secure and efficient Procurement system
to digitize and automate its procurement processes. Traditional monalithic architectures
often lead to scalability bottlenecks, maintenance challenges, and deployment inefficiencies.
Instead, we propose a service-oriented microservices architecture (SOMA] to ensure
modularity, high availability, and ease of integration with existing government systems such as
the Ministry of Finance payment gateways.

By breaking down the procurement process into independent microservices, each
responsible for a specific domain such as request creation, appravals, natifications, auditing,
and reporting, the system becomes resilient, scalable and adaptable to future enhancements.
This architecture will facilitate seamless operations while maintaining high performance
under various workloads.

User
Interface

User

Interface Micro Micro
Service Service

Data
Access
Layer

Business
Logic

Micro Micro i Micro
Service Service Service

Monolithic Architecture Microservice Architecture
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Scalability: A Future Proof Foundation j

The Procurement Application is designed to handle diverse procurement workflows, from
small-scale purchases to large competitive tenders. A microservices architecture allows the
system to scale dynamically, ensuring that an increase in procurement requests or complex
approval workflows does not impact performance.

Each microservice, such as the Procurement Request Service, Approval Service and
Reporting Service, can scale independently based on demand. An API Gateway with Elastic
Load Balancing will efficiently distribute traffic, ensuring smooth performance during peak
procurement cycles. Furthermore, containerized deployment using Docker and Kubernetes
allows the system to scale across multiple cloud or on-premise instances as procurement
demands evolve.

With this architecture, advanced enhancements such as Al-driven procurement analytics,

predictive budgeting, and blockchain-based contract verification can be integrated without
disrupting core functionalities.
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Maintainability: Modular & Agile Development j

The Procurement Application is built on loosely coupled microservices, each responsible for a
distinct function. This modular approach enables different teams to develop, deploy and
maintain individual services without impacting others.

New features, such as enhanced supplier validation or dynamic approval routing, can be
introduced independently without requiring a full system overhaul. Versioned APIs, exposing
RESTful or GraphQL endpoints, ensure seamless integration with financial systems, and
document repositories. Additionally, teams can choose the best-suited technology stack for
each microservice, for example, Node.js for real-time notifications, Java/Spring Boot for core
procurement logic, and Python for analytics.

This agility ensures the system can quickly adapt to regulatory changes and process
optimizations mandated by the government
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Optimized Performance Speed & Efficiency ‘l

With hundreds of procurement transactions occurring daily, the system must efficiently
handle document processing, approval routing, and reporting. The microservices
architecture optimizes performance through database partitioning and caching strategies.

Transactional data is stored in PostgreSAL/MySQAL, while Redis caches frequently accessed
procurement records. Asynchronous processing using message queues such as Kafka or
RabbitMQ ensures real-time event-driven updates, such as procurement status changes or
bid approvals. Specialized data stores are utilized, with MongoDB handling unstructured
procurement documents (e.g., RFQs and purchase orders) and Elasticsearch providing fast
search and retrieval of procurement data.
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Accessibility: Multi-Channel User Interaction ‘l

The TT AIO Procurement Application accommodates various users, from procurement
officers to budget reviewers, by providing a modern web portal while ensuring consistent
access to procurement data.

A modern web portal built with React.js/Next.js provides a responsive dashboard for
procurement officers and requestors. The system follows an API-first approach, supporting
integration with third-party financial systems, government compliance platforms, and supplier
databases. REST and GraphQL APIs ensure uniform access across web and external
systems.
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Security: Protecting Data & Transactions ‘l

As the platform contains sensitive financial and contractual information, making security a
top priority. The proposed architecture implements multi-layered security measures to
safeguard transactions and data.

Identity and Access Management [IAM] includes Single Sign-On [SSO) using Azure AD,
Keycloak, or Okta, alongside Role-Based Access Control (RBAC]) to ensure users access only
relevant procurement data. Data encryption mechanisms such as TLS 1.3 for API
communications and AES-256 for sensitive procurement documents provide additional
security layers.

Following a Zero Trust Architecture approach, authentication is enforced via OAuth2.0, JWT,
or SAMLL, while micraservices communicate through mutual TLS (mTLS]) to prevent
unauthorized access. Every action is logged using Elasticsearch or Splunk, ensuring
procurement transparency and compliance with Government of Jamaica procurement
standards.
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Automated Testing: Protecting Data & ‘l
Transactions

Testing is critical for a procurement system that must handle complex workflows and multi-
level approvals. The microservices approach facilitates robust testing strategies.

Unit testing is performed using Jest (Nodejs), JUnit (Java), or PyTest (Python). Integration
testing ensures API validation using Postman, Newman, or Karate DSL, while end-to-end
testing through Selenium, Cypress, or Playwright ensures a seamless user experience.
Mocking and stubbing allow the simulation of dependencies such as LDAP authentication,
document storage, or budget approvals, reducing testing cycles.

Cl/CD pipelines using Jenkins, GitHub Actions, or GitLab Cl/CD automate testing and
deployment, ensuring new features and bug fixes can be safely introduced without downtime
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Network Efficiency through Caching j

The procurement system frequently retrieves bid documents, contracts, and approvals. To
minimize latency and optimize network performance, the architecture incorporates multiple
caching strategies.

Edge delivery is handled via Nutanix Objects (S3-compatible) with optional CODN in front; for
fully sovereign delivery we replicate Objects across regional Nutanix clusters and leverage
AQS data-locality so static procurement documents sit close to users. Hot data is cached on
Redis pods running on Nutanix Kubernetes Engine [NKE) with Nutanix CSl-backed SSD
volumes for low-latency | /0O and simple scaling via HPA. On the APl tier, GraphQL query
optimization returns only required fields, further cutting payload size. Together, Objects
replication + NKE caching + GraphQL tuning deliver faster responses especially for remote
procurement officers while staying under Prism Central visibility and Flow micro-
segmentation.
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Seamless Integration with External Systems j

A key requirement for the system is integration with existing procurement and financial
systems. The architecture includes an Integration Microservices Layer to facilitate seamless
interoperability. This layer connects with Ministry of Finance payment gateways via APls and
synchronizes financial data, ensuring smooth data flow between TT AlIO Procurement
Application and external stakeholders.

In a microservice architecture, complex software applications are broken down into smaller,
independent services. Each service is responsible for a specific task and communicates with
other services through APIs. The AP| Gateway receives requests from the Ul or external
applications and routes them to the relevant microservices. These microservices interact
with each other and with the data storage layer to fulfill user requests. \We have broken down
the procurement system into several component microservices and external government
systems as integration microservices as displayed in the following System Steady State
Diagram.

Microservices

Payment & Finance
Service

Static files
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App Architecture j

In addition to the system steady state diagram we have also provided the app architecture
diagram - App Architecture Diagram depicting the structure of individual microservice. This
diagram explains how each micraoservice will be further divided in 3 layers - a) Presentation b]
Business c]) Data.
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Front End Layer j

The front-end, also known as the presentation layer, would handle the user interface and user
experience for the The Procurement Application. It would consist of technologies like HTML,
CSS and Javascript that can be rendered through a web browser on desktops and mabile
devices.

The front-end tier in a single page application (SPA) typically follows Model-View-Controller
(MVC] architecture, which separates the concerns of the application into three distinct
components - the data (model), the user interface (view]), and the logic that binds the two
(contraller).

The Model represents the data and the business logic of the application. It can retrieve data
from the server via an APl or manage data entered by the user.

The View represents the user interface of the application. It is responsible for displaying the
data to the user and collecting input from the user.

The Contraller is the component that sits between the Model and the View. It is responsible
for receiving user input, updating the Model based on that input, and updating the View to
reflect any changes in the data.

In a SPA, the front-end tier communicates with the server via APIs to retrieve and update
data. This allows the front-end to operate independently of the back-end, improving scalability

and maintainability of the application.

Such separation of concerns would allow for more modular and maintainable code and
makes it easier to update the user interface without impacting the rest of the application.
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Front End Layer - Continued j
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API - Application Programming Interface j
(Layer/Tier)

The API acts as a standard channel for the application to interact with the Business Logic &
Rules. API Generally encompasses the Business Logic layer too, which is responsible for
implementing the functionality required to support the business process.

The API Layer provides a reusable set of services that can be consumed by the front-end
application. If required, the APIs can be used to exchange data with other external systems in
an industry-standard manner. The AP layer also provides help in decoupling the front-end and
back-end layers of the application, allowing them to be developed and maintained
independently. This means changes to one layer will not affect the other, allowing for more
flexibility and scalability.

Data Access Layer j

The data layer refers to the part of the application that deals with storing, retrieving and
manipulating data. It abstracts the underlying data storage mechanism and provides a
consistent way for the rest of the application to interact with the data. With abstraction, it
automatically provides portability, where it is easier to port the application to a different data
storage mechanism.

In the 3-tier architecture, the front-end tier is typically separate from the other two tiers
(business logic and data) to allow for flexibility in design and implementation and to make it
easier to update, maintain and modify components without impacting the other parts of the
application. The front-end, API, and data tiers can be scaled independently, making it easier to
handle increased user traffic or changes in system requirements.
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Technology Stack j

We are technology agnostic when it comes to the creation of applications. \We strongly
believe that most of the existing technologies have their own pros and cons. \We, as software
solution designers, should know how to better utilize the power of these technologies. Hence,
we give mare attention to solution design, architecture and process than the tech stack.

To build a robust and scalable Procurement Application, a carefully curated technology stack
has been selected. The frontend is developed using Angular or Vue.js or React.s, ensuring a
responsive and modern web user interface. These technologies allow for dynamic, interactive
components while optimizing performance and maintainability.

The backend is powered by NestJS (Nodejs) or Spring Boot (Java) or dJango (Python) or
Laravel (PHP) forming the foundation of the microservices and APIs. These framewaorks
provide a strong and scalable backend capable of handling complex procurement workflows
while ensuring security and performance.

Authentication and security are managed using Keycloak and OAuth 2.0, providing Single
Sign-0On (SSO) with LDAP and SAML support, particularly for Microsoft account integration.
This ensures robust identity and access management, enhancing system security.

Data management is handled through PostgreSAL or MySGL for structured data, ensuring
ACID compliance and transaction integrity. For unstructured data, such as procurement
documents and metadata, MongoDB is used due to its flexible schema design. Additionally,
Elasticsearch is incorporated for real-time search and logging, providing quick access to
procurement records and operational insights.

For sovereign cloud hosting, the platform runs on Nutanix AHV clusters (AOS] with Nutanix
Kubernetes Engine (NKE/ Karbon) for container orchestration and Calm runbooks for
event-driven/ ‘serverless-style’ workflows. High availability and fault tolerance are delivered via
RF2/RF3, live migration, and protection domains, while Cluster Autoscaler + HPA provide
automatic scaling. WWorkloads are packaged as OCl/ Docker containers, enabling smooth
deployment of microservices acraoss on-prem Nutanix data centers and Nutanix Cloud
Clusters (NC2) for burst capacity—maintaining consistent operations through Prism
Central, with Flow micro-segmentation and Objects/Files for resilient storage.
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Technology Stack j

Continuous Integration and Continuous Deployment [Cl/CD] pipelines are implemented using
GitLab / Github Cl/CD and Jenkins. These tools automate the build, testing, and deployment
processes, ensuring rapid and reliable software releases with minimal downtime.

To support messaging and asynchronous processing, Apache Kafka or RabbitMQ can be
utilized. These technologies enable real-time event-driven updates, ensuring smooth
communication between microservices and facilitating notifications for procurement status
changes.

For document storage, the platform uses Nutanix Objects as its S3-compatible object store
to manage all procurement files and attachments. Objects delivers secure, scalable, highly
available storage with erasure coding/RF, versioning, immutability (VWORM]), and bucket-level
policies. Data is protected in-flight and at rest [TLS + encryption), with optional lifecycle rules
and replication to a secondary Nutanix cluster for DR. Centralized control via Prism Central
and seamless S3 AP| support ensure easy application integration and future extensibility. This
design keeps the TT AlIO Procurement Application secure, compliant, and performant while
preserving flexibility for new modules and integrations.
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Role-Based Access Control

Administrative Module - Roles & RBAC j

The administrative module will provide user registration and a secure login system that
verifies the identity of the authorized personnel. User registration will require a unique email
address along with a strong password that meets the required complexity requirements.
Once a user is registered, they would be able to log in through the email and password.

For Password Storage, we would implement the technigue based on hashing and salt.
Hashing algorithms like SHA-256 will be used to generate a fixed-length hash value that
cannot be reversed to reveal the original password. A salt value will be added to each
password to prevent dictionary attacks, and make sure that two users with the same
password do not generate the same hashed password.

RBAC (Role-Based Access Control) will be implemented to control access to different parts
of the applications based on user roles. The system will define through the Admin module
different roles with a specific set of permissions and assaociate each user with a specific role.
Access to specific parts of the web application will be restricted to users with appropriate
roles.

Admin personnel can invite new users to the application via this module, or users can
register themselves by visiting the registration page. This will trigger an email invitation that
will include a link that will allow the recipient to create/configure a new account with the
application. The link will use a one-time-use token that will expire after a certain amount of
time or after it has been used.

The Logout process will ensure that the user’s session is terminated, thus preventing any
unauthorized access to the web application. This process will also clear any sensitive data
stored in the user's browser.

To ensure security, we also recommend additional security measures like rate limiting,
CAPTCHA, and Two-Factor Authentication (2FA]. Rate limiting can be used to prevent brute
force attacks on the login page, while CAPTCHA can be used to prevent automated attacks.
2FA can be used to add an extra layer of security to the login process.

Users can recover their passwords through the password recovery feature. The feature will
allow users to enter their email addresses and get a password reset link sent to their email
addresses. The password reset link will use a one-time-use token set to expire after a certain
amount of time or after it has been used.
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E-Procurement j

The proposed E-Procurement module will serve as an intelligent, end-to-end procurement
engine, designed to streamline and automate the entire procurement lifecycle, from the
initiation of requisitions to the final stage of payments. The architecture of the solution is built
on a modular foundation, allowing each stage of the process to function independently yet
cohesively, ensuring flexibility in scaling and adapting to evolving government requirements.

This modularity not only enables future enhancements, such as integration with advanced
analytics or blockchain features, but also ensures that specific processes can be updated
without disrupting the entire system. Moreover, the platform will be optimized for mabile
access, ensuring that procurement officers, committee members, and suppliers can
seamlessly engage with the system on any device, whether in the office or on the mave.

The automation framework within the E-Procurement system will cover the entire
procurement cycle. Beginning with requisition creation, users will be able to generate and
submit procurement requests through an intuitive digital form, enriched with pre-populated
fields and smart suggestions for commonly used goods and services. These requisitions will
then move through configurable approval workflows, tailored to align with the specific
governance structures of divisions, units, or committees. Once approved, the system will
facilitate tender publishing, secure bid submission, award determination, contract generation,
and ultimately payment disbursement. Each of these stages will be governed by business
rules and compliance checks to ensure transparency, accountability, and adherence to
procurement palicies.

Role-based workflows will form a critical part of the system, ensuring that each action within
the procurement process is aligned to user responsibilities and organizational hierarchies. At
the division, unit, and committee levels, permissions will be clearly defined, and actions will be
logged in immutable audit trails. For example, a requisition initiated at the division level may
require validation by a committee, after which it can be escalated to a central procurement
unit for approval. Each decision, comment, or adjustment will be recorded with time-stamped
traceability, providing full visibility into the chain of approvals and fostering accountability at
every level.

From a usability perspective, the system will feature a fully responsive interface available
across both web and mabile platforms. This ensures that procurement tasks are not
restricted to desktop environments and can be performed efficiently on smartphones and
tablets. The interface design will emphasize simplicity and clarity: procurement officers may
see dashboards that highlight pending approvals, budget utilization, and upcoming contract
renewals, while suppliers will have access to real-time updates on tender status, bid
submissions, and payment milestones. The use of adaptive layouts, interactive charts, and
quick-access menus will help reduce complexity for users while maintaining comprehensive
functionality.
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E-Procurement - Continued ‘l

A dedicated Dashboard screen will serve as the central hub for procurement officers and
administrators, providing real-time visibility into ongoing requisitions and their progress. The
dashboard will feature multiple interactive grids, each focused on a different aspect of the
procurement process. For example, one grid may display all active requisitions, showing
details such as requisition ID, requester name, department, estimated value, and current
status (e.g., “Awaiting Approval,” “Under Evaluation,” “Approved,” or “Rejected”). Another grid
could highlight requisitions pending action, allowing users to quickly identify items requiring
their immediate attention, such as overdue approvals or incomplete documentation. A third
grid may provide insights into recently completed requisitions, offering a historical view with
details of awardees, contract values, and timelines for closure. Each grid will support filters,
search options, and sorting to allow users to customize their view, while color-coded status
indicators will make it easy to distinguish between requisitions that are on track, delayed, or
escalated.

To further support efficiency, the system will incorporate built-in task escalation and alert
mechanisms. Whenever delays or bottlenecks occur such as a requisition pending approval
beyond a set threshold then the system will automatically trigger reminders, escalate tasks
to the next level of authority, or issue alerts to designated officers. These natifications will be
delivered through multiple channels, including email, in-app messages, and SMS, ensuring no
critical step is overlooked. For example, if a contract is nearing its expiration date, the system
will proactively notify both the contract manager and the vendor, reducing the risk of
compliance breaches or service disruptions.

Through this intelligent design, the E-Procurement module will not only digitize procurement
processes but also instill a culture of efficiency, accountability, and transparency within
government operations. Its end-to-end automation, role-based workflows, responsive
interfaces, powerful dashboard features, and proactive alert systems will provide a strong
foundation for modernizing procurement practices while enabling long-term scalability and
adaptability.
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E-Tendering & E-Bidding j

The E-Tendering & E-Bidding module will provide a powerful and secure digital environment for
managing all forms of tendering processes with complete transparency and accountability.
Designed to accommodate various tender types including open bidding, sole select, single
select, and limited bids etc., the module will act as the government's central platform for
publishing tenders, receiving vendor bids, and awarding contracts in a fully digitized manner.
Every action within the system will be traceable, ensuring transparency for both government
stakeholders and participating vendors. The maodule will combine intuitive user interfaces with
advanced automation, encryption, and Al-based evaluation tools, ensuring efficiency, fairness,
and compliance across all stages of the tendering lifecycle.

Tender Management

The Tender Management Dashboard will serve as the entry point for procurement officers
and administrators, offering a consolidated view of all tender-related activities. The dashboard
will include a visually structured interface with sections for new tenders awaiting initiation,
currently published tenders and their progress, recent bids received, bid scores with
evaluation statuses, feedback provided to vendors and finalized tender allotments. Each of
these sections will be presented as interactive grids or panels, with color-coded indicators
highlighting critical deadlines, pending actions, and completed milestones. The dashboard will
also feature search, filter, and sort functionalities, enabling users to quickly locate tenders
based on status, department, or requisition reference.

When creating a new tender, authorized personnel will be able to link the tender directly to a
requisition, ensuring continuity from the procurement planning stage. The tender creation
form will allow entry of pre-requisition details such as project duration, allocated budget,
compliance requirements, vendor capacity thresholds, and security guidelines. During this
process, users will be able to select the type of bidding process - ranging from fully open
tenders accessible to all registered vendors to restricted tenders for prequalified or selected
vendors. This configuration ensures flexibility in aligning each tender with its intended scope
and compliance obligations. Once a tender draft is created, it will move into an internal review
workflow where authorized officers can approve, reject or provide feedback. Approved
tenders will then be published on the national procurement portal, making them immediately
visible to eligible vendors.
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E-Tendering & E-Bidding - Continued j

Bid Management

Once published, tenders will be visible to vendors based on their eligibility and the chosen
tender type. Vendors will have access to a secure portal where they can view the tender
details, download supporting documents, and submit their responses. The Bid Submission
screen will be designed to capture all necessary information, including pricing details,
compliance confirmations, technical specifications, and attachments of supporting
documents such as certifications, proposals, or financial statements. Each submission will be
encrypted and time-stamped to ensure integrity and non-repudiation. Vendors will also be
given the flexibility to update or resubmit their bids before the tender’s deadline, ensuring fair
participation. To foster communication and clarity, a feedback functionality will be integrated,
allowing vendors to raise queries and administrators to provide clarifications directly within
the system.

For administrators, a dedicated Bid Evaluation screen will provide a consolidated view of all
bids submitted against a tender. Here, authorized evaluators will be able to compare
submissions side-by-side, using Al-powered scoring mechanisms to assess compliance,
vendor capacity, and historical performance data. The evaluation process will support multi-
tier workflows, allowing technical committees to review specifications, financial teams to
validate costs, and ministerial authorities to give final approvals. The evaluation screen will
feature collaborative tools such as version history and multi-user audit trails, ensuring
transparency and accountability in scoring decisions. Advanced comparison features will
enable evaluators to identify the most competitive bid while balancing compliance and quality
metrics. Vendors will also be able to receive structured feedback through the system,
enhancing fairness and trust in the evaluation process.

Finally, once evaluation is complete, the system will support tender award and contract
drafting. Administrators will be able to formally award the tender through the platform,
triggering notifications to the successful vendor while also updating the procurement portal
for transparency. At this stage, the system will provide functionality to auto-generate contract
drafts using standardized templates linked to the tender and requisition data. This ensures
that awarded contracts are consistent, legally compliant, and directly traceable back to the
requisition and tendering process. The contract draft can then move seamlessly into the E-
Contract Management module for further review, approval, and lifecycle management.

This solution ensures that the E-Tendering & E-Bidding module is not just a digital tender
board but a comprehensive platform for transparent, secure, and intelligent
procurement. By combining robust dashboards, vendor engagement screens, Al-driven
evaluations, and automated contract drafting, the system delivers a complete and future-
proof tendering ecosystem
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Cataloguing & Vendor Registry j

The Cataloguing & Vendor Registry module will serve as a unified and dynamic backbone for
procurement, designed to ensure consistent and efficient acquisition of frequently used
goods and services. The module will consolidate vendor information, procurement history, and
product catalogues into a central system that supports both government administrators and
registered suppliers. This structure will not only standardize procurement but also improve
transparency, foster competition among vendors, and enable data-driven decision-making.

A critical element of this module will be its integration with the Office of Procurement
Regulation’s (OPR) supplier registry through a secure API. This real-time synchronization
will ensure that the government'’s vendor list is always accurate and up to date. As soon as a
vendor is approved or updated in the OPR'’s system, the changes will be automatically
reflected in the procurement platform. This seamless connectivity reduces redundancy,
minimizes manual errors, and ensures compliance with regulatory frameworks.

The module will also feature a comprehensive Vendor Management portal, enabling
suppliers to actively manage their profiles. Vendors will be able to update their company
details and upload essential legal and compliance documents. These may include registration
certificates, licenses, and other regulatory paperwork to ensure that their information
remains valid. A dedicated section within the vendor profile will allow suppliers to list the
goods and services they provide, along with associated pricing. This structured information
will allow procurement officers to easily compare offerings across vendors. The system will
also track vendors’ historical performance, maintaining a procurement history log with
details of past contracts, delivery compliance, and ratings based on feedback. These ratings
will provide administrators with a quick reference to vendor reliability and performance

quality.

The Goods and Services Purchase History interface will provide administrators with a
powerful tool to analyze procurement trends. Through an advanced Ul with filtering and
sorting capabilities, administrators can view purchase history across vendors, products, and
time periods. For example, filters could allow users to narrow down purchases by a particular
vendor during a specific financial year or analyze trends for frequently procured items across
departments. Vendors will also benefit from transparency, as they will have access to their
own purchase history, enabling them to track performance, monitor contract delivery, and
identify opportunities for improving competitiveness in future bids.
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Cataloguing & Vendor Registry - Continued j

The Catalog Management functionality will streamline the process of procuring frequently
used items and services. The catalogue will consist of standardized entries for goods, bundled
services, and pricing logic to ensure consistency in procurement. For example, standard
items such as office supplies or [T equipment will be catalogued with detailed specifications
and pre-negatiated pricing, while bundled services such as facility management or IT support
contracts can be structured with tiered service levels and pricing options. This structured
catalogue will minimize discrepancies in procurement and reduce the administrative burden
of evaluating repetitive requests.

To further enhance efficiency, the system will embed an Al-powered suggestion engine. This
intelligent feature will recommend substitutions for items based on availability, historical
preferences, or compliance with budgetary constraints. For instance, if a requested product
is out of stock or has an extended delivery timeline, the system can suggest an alternative
vendor or a substitute item that meets the same specifications. Similarly, when
administrators are raising a requisition, the system may suggest items or vendors previously
used for similar procurements, ensuring continuity and efficiency while encouraging
competitive pricing.

From a user interface perspective, administrators will interact with dashboards and grids
that clearly display vendor profiles, catalogued items, and procurement history, with drill-down
capabilities for detailed analysis. Vendors will have a simplified view that highlights their own
profile, compliance status, catalogue listings, and procurement history, with alerts when
certifications or documents are nearing expiry. Together, these features will create a unified
ecosystem that promotes vendor accountability, ensures consistent cataloguing of goods and
services, and enables the government to procure more efficiently and transparently.
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Supplier Management & Evaluation j

The Supplier Management & Evaluation module will function as a complete supplier
engagement ecosystem, designed not only to facilitate the registration and qualification of
vendors but also to provide continuous monitoring of their performance over time. By
combining onboarding workflows, compliance management, cataloguing of supplier offerings,
and Aldriven performance analytics, this module will give procurement administrators a 360
degree view of the supplier base. It ensures that only qualified, compliant, and reliable vendors
participate in procurement processes, while also providing mechanisms for suppliers to
actively maintain and improve their standing with the government.

The supplier lifecycle will begin with digital onboarding, where vendors are guided through a
structured registration process. During onboarding, the system will capture company
information and match prequalification criteria such as industry type, operational capability,
and past experience.

Once onboarded, suppliers will have access to a self-service portal where they can update
their profiles at any time. This section will include the ability to upload legal and compliance
documents such as registration certificates, business licenses, or tax clearance documents.
Built-in validation mechanisms will prompt suppliers to update documents as they near
expiration, ensuring compliance remains current. This approach reduces administrative
overhead for procurement officers while giving suppliers direct contral over the accuracy of
their records.

Suppliers will also be able to enlist goods and services they provide, along with associated
pricing. These entries will be stored within the platform’s vendor catalogue, enabling
procurement officers to easily compare offerings across suppliers. The system will maintain a
complete procurement history for each vendor, documenting all awarded contracts,
successful deliveries, and compliance with agreed terms. Alongside this history, a rating
system will be maintained to reflect vendor reliability and performance. Ratings will be
calculated based on key factors such as timeliness of delivery, adherence to specifications,
and feedback provided by end users.
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Supplier Management & Evaluation - Continued j

To support ongoing evaluation, the platform will feature performance analytics powered by
Al. These analytics will continuously track supplier deliverables, compliance with contract
terms, and the quality of service or products delivered. Dashboards for procurement
administrators will display visual indicators such as performance scores, trend charts, and
risk levels, making it easy to identify high-performing vendors as well as those requiring
corrective action.

In addition to analytics, the system will generate alerts on performance risks and saturation
levels. For example, if a vendor’s performance metrics begin to decline, notifications will be
triggered so that corrective measures can be taken before critical issues arise. These alerts
will be delivered across channels including email, in-app notifications, and dashboard
messages, ensuring that administrators remain informed in real time.

From a user interface perspective, the supplier management dashboard will present
administrators with interactive grids summarizing supplier profiles, contract history,
performance scores, and compliance status. Vendors will see a tailored view showing their
current standing, expiring documents, catalogue entries, and performance ratings.
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E-Contract Management j

The E-Contract Management module will enable the government to digitally govern contracts
throughout their entire lifecycle. The system will act as a centralized repository and
management hub, ensuring that contracts are drafted consistently, tracked diligently, and
monitored against compliance obligations. By automating key processes such as renewal
alerts, compliance tracking, and risk notifications, this module will reduce administrative
burden while enhancing accountability and transparency.

The contract creation process will be streamlined through template-based drafting.
Procurement officers and legal teams will have access to a library of pre-approved templates
containing dynamic clauses that can be customized to reflect the unique terms of each
contract. Users will have the option to create new templates, save them for future use, or
copy existing templates to build variations for specific procurement types.

Each contract will feature embedded timelines and deliverables that are directly tied to
procurement milestones. These may include delivery schedules, performance obligations, or
payment timelines. The system will automatically generate alerts and reminders for both
stakeholders and associated vendors whenever a key date is approaching. Renewal triggers
will be built in so that administrators are notified well in advance of contract expirations,
reducing the risk of service disruptions. Vendors and suppliers will also receive natifications
such as approaching deadlines for deliverables, ensuring that all parties remain aligned.

The system will actively enforce compliance through flags and alerts, ensuring that
deviations or risks are detected early. For example, if a vendor fails to meet a deliverable
deadline, the system will generate a compliance flag, notifying both the contract manager and
relevant oversight committees. Escalation workflows will ensure that unresolved compliance
issues are pushed to higher authorities if not addressed within a defined timeframe. These
escalation processes will be visible within the platform, allowing administrators to track the
status of each flagged item and the actions taken to resolve it.

For enhanced security and accountability, the system will be blockchain-ready to provide
tamper-proof storage and referencing of contracts. Each executed contract can be hashed
and stored on a blockehain ledger, ensuring that the record is immutable and verifiable.

To provide clear oversight, the module will include a Contract Management Dashboard. This
dashboard will present administrators with a holistic view of all active contracts, recent
activities, compliance statuses, and risk alerts. The Ul will include grids displaying contract
titles, vendors, start and end dates, financial commitments, and current status. Interactive
charts will show contract distribution by department or risk category. Alerts and flags will be
highlighted in a dedicated section, allowing managers to immediately identify contracts that
require urgent attention. Users will also have the ability to drill down into individual contracts
to view detailed histories, associated documents, and communication records.
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Payment Automation & Cycle Management j

The Payment Automation & Cycle Management module will ensure that all disbursements
within the procurement process are handled with timeliness, transparency, and
accountability. This module will tightly integrate financial management into the procurement
lifecycle by linking payments directly to budget allocations, contract milestones, and validated
deliverables. Its design will reduce manual intervention, mitigate errors, and provide a secure
environment where vendors, procurement officers, and financial authorities can interact with
complete confidence in the integrity of each transaction.

The module will have full integration with the Ministry of Finance’s payment gateways. This
integration will enable seamless initiation and tracking of payments from within the
procurement platform itself.

The module will include allocation management against approved budgets, ensuring that
every payment request is validated against the allocated funds for a particular contract or
project. During the creation of a payment request, the system will automatically check the
remaining budget, preventing overcommitments and ensuring financial discipline. Budget
utilization dashboards will help administrators track how funds are being spent across
different contracts and procurement categories, giving them greater oversight and contral.

To ensure accuracy and accountability, payment release requests will be tied to contract
completion or milestone achievements. Vendors and suppliers will be required to upload
invoices along with delivery confirmation documents directly through their portal. Payment
requests will be routed through appraval workflows, ensuring that funds are released only
after contractual obligations are met.
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Payment Automation & Cycle j
Management - Continued

platform will also support payment escalation mechanisms to address delays or
bottlenecks. A vendor can log the escalation request by selecting appropriate contract &
payment request details, the system will escalate the case to higher authorities for review.
Escalation natifications will be sent to relevant stakeholders through the dashboard, email, or
SMS to ensure timely intervention.

A critical feature of the module will be the end-to-end payment trail, providing transparency
at every stage of the process. Each transaction will include a record of the payment request,
associated validations, approvals, disbursement, and confirmation receipts. Stakeholders
such as procurement officers, finance officials, and vendors will be able to view confirmation
receipts through their respective portals. These receipts will act as verifiable proof of
payment, strengthening accountability across all parties involved.

For oversight and usability, the module will feature a Payment Dashboard that provides real-
time visibility into financial activities. The dashboard will include grids and charts showing
recent payments along with their statuses, approval progress, upcoming scheduled
payments, and any escalations that require attention. Color-coded indicators will highlight
payments that are on schedule versus those that are delayed, allowing stakeholders to take
timely corrective action.
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Compliance Audit & Transparency Engine j

The Compliance, Audit & Transparency Engine will be a core component of the procurement
platform, designed to ensure adherence to legal requirements, promaote ethical practices,
and provide immutable tracking of all procurement activity. By embedding compliance into
every step of the procurement lifecycle, the system will serve as a safeguard against
malpractice while enabling regulators, administrators, and auditors to exercise effective
oversight. Its design will combine advanced rules-based automation with tamper-proof data
management, ensuring transparency and accountability across all stakeholders.

At the foundation of this module lies an embedded rules engine aligned with the Public
Procurement and Disposal of Public Property Act. This rules engine will validate
procurement actions in real time, ensuring that tendering, contracting, and payments comply
with the Act's guidelines. This embedded intelligence will reduce human error and enforce
consistent adherence to legal and regulatory frameworks.

A key element of the solution will be immutable audit logs and tamper-proof document
controls. Every action taken within the system will be recorded with a time-stamped entry
linked to the responsible user. Role-based access history will ensure that only authorized
personnel can perform specific actions, and all activities will be fully traceable. Contract
documents, bids, and supporting files will be secured with version history. This creates an
environment of trust, where auditors and oversight bodies can verify the integrity of all
transactions.

To support proactive governance, the system will provide real-time compliance alerts. These
alerts will notify users and regulators of any irregularities or risks as they occur. Notifications
will be delivered via dashboards, in-app messages, and email, ensuring that potential issues
are flagged and addressed before they escalate into violations.

Oversight will be further enhanced through a dedicated Compliance & Audit Dashboard.
This dashboard will present a consolidated view of compliance statuses across the entire
procurement ecosystem. Administrators will see indicators for contracts at risk, outstanding
audit issues and flagged procurement activities. Interactive filters will allow regulators to drill
down into specific ministries, projects, or vendors, giving them the ability to analyze
compliance performance in detail. Graphs and visual indicators will display trends, such as
recurring non-compliance in specific procurement stages, enabling decision-makers to
identify systemic risks and address them effectively.
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National Procurement Portal (Web] j

The National Procurement Portal will act as the public face of transparency in government
procurement, creating a centralized digital window where citizens, suppliers, and
stakeholders can view, participate in, and monitor the procurement process. Designed with
accessibility and openness in mind, the portal will bring visibility to every stage of
procurement, from tender publication to contract award, while offering interactive features
that foster accountability and trust.

One of the core features of the portal will be the live publication of tenders, results, and
historical procurement data. All new tenders will automatically be posted on the portal once
approved, complete with relevant details such as eligibility criteria, submission deadlines, and
supporting documents. As tenders progress through evaluation and award stages, results
will also be published in real time, ensuring that suppliers and citizens have immediate
visibility of outcomes. A searchable archive will store historical procurement data, allowing
users to filter by year, ministry, or project type.

The portal will also feature a supplier registration section with integrated helpdesk and
chatbot support. Suppliers will be able to create and manage their profiles directly on the
platform, submit registration details, and track the status of their applications. The embedded
helpdesk will provide a structured ticketing system for suppliers to raise queries, while the
chatbot will offer real-time assistance for common tasks such as understanding submission
requirements, locating tender details, or resolving account-related issues. This self-service
capability will make supplier onboarding more efficient and user-friendly, reducing the need for
manual intervention by government officials.

To enhance visibility into ongoing initiatives, the portal will provide real-time dashboards for
stakeholders and citizens. These dashboards will display information such as active tenders,
current contract execution statuses, project milestones, and budget utilization.

The portal will feature the feedback module designed to strengthen citizen trust and
oversight. It will include interactive feedback forms and rating mechanisms, allowing citizens
and vendors to provide input on specific tenders, awarded projects, or overall procurement
processes. This feedback will be routed to administrators for review and will also be analyzed
using sentiment analysis to identify trends in public opinion.
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Notification & Alert Module j

The Notification and Alert Module will act as a central communication layer within the
procurement platform, ensuring that users remain informed and responsive to important
events. Notifications will be delivered through in-app messages and email alerts, giving users
flexibility to stay updated whether they are actively logged into the system or working
remotely. These notifications will be designed to be context-aware, meaning they will not
simply provide generic updates but will include actionable details relevant to the user’s role
and current activity. For example, a procurement officer may receive an alert regarding a
pending requisition approval requiring immediate attention, while a vendor may be notified
about the publication of a new tender that matches their registered services.

The system will generate purpose-driven alerts tied to events across all modules, covering
the entire procurement lifecycle. These will include requisition approvals, tender publication,
bid submission updates, evaluation outcomes, contract renewal reminders, payment release
confirmations, and compliance flags. By aligning with workflows already defined in each
functional module, the natification system will ensure that no critical task or decision point is
overlooked.

In addition to these process-specific alerts, the module will also serve as a general system
safeguard by issuing notifications related to security and account management. This will
include alerts for multiple failed login attempts, upcoming password expirations, unusual login
activity, or attempts to access restricted resources. These security-related notifications will
help pratect the integrity of the system while keeping users informed of potential risks to their
accounts.

By combining workflow-driven alerts, security safeguards, and personalization features, the

Natification and Alert Module will not only improve system efficiency but also strengthen
accountability, user engagement, and overall trust in the procurement platform.
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Security Features j

As a philosophy, we aim to deliver “quality on time”. To deliver this consistently, we need to
follow all the best practices in our development process. Our consortium of developers have a
good understanding of the OWASP coding practices, and they are being used as a reference
for all the client’s projects. Development activities include Software Security Protocols,
Secure Coding Practices, Authentication and Password Management, Session Management,
Access Control, Cryptographic Practices, Database Security, Data Protection,
Communication Security, System Configuration, File Management, etc.

We have developed many applications with SOC 2 compliance [considered as a benchmark in
security]. We have developed applications like vPlaybook, KPMG - Sofy, PayGate, which has
adhered to the compliances like SOC2, PCI DSS and ISO 270001 certification. Also, our
partner Argusoft has IS0 certification for security - 1ISO/IEC 27001:2003 Information
Security Management System (ISMS).

Security & Compliance includes

Governance, Risk and gl Vulnerability Assessment &
Compliance Consulting _@ Penetration Testing (vAPT)

) Implementation of

£ \
Patch Management . . “\ 1= Hcrdwcre/Softwcre Firewallls,
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Compliance

ity Audit S K . i
Security Audi d = ‘ \ P System Hardening
Aggregation .

Monitoring — Inbound and Malware & Spyware
outbound traffic Protection

Security and )
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Some of the other standards (that our resources are familiar with) that we follow are:
Manage source code using version control systems like Git, TFVC, Bitbucket, SVN, etc.
Manage backlog and plan sprints using toals like Jira, Redmine, VSTS, Trello, etc.
Implementation of Cl/CD pipeline using toals like SonarQube, Jenkins, Gitlab.

Code commenting and documentation.

Implementation of unit test cases.

Implementation of automation test & working closely with the automation and manual
testing team.

AV NI N NI NN

The developed solution will also focus on the following aspects of best practice in web
application security and appropriate implementation will be provided.

v Use HTTPS: The application will be served only thru HTTPS [Hypertext Transfer Protocol
Secure) to encrypt all traffic between the client and the server, with a support for SSL and
TLS 1.3

v’ Input Validation: Proper validation for inputs to ensure user input is validated and sanitized before being
processed. This will prevent attacks like SAL injection, cross-site scripting (XSS), and cross-site request
forgery (CSRF).

v' Password Security: Mechanisms for secure password storage by hashing them with a strong one-way
hashing algorithm and adding a unigue saltto each password to prevent attacks like rainbow table

attacks.

v Access Control: Providing RBAC to ensure that only authorized users have access to sensitive data and
functionality.

v’ Least Privilege: Users will be granted the minimum level of privileges required to perform their tasks, to
minimize the risk of privilege escalation attacks.

v/ Two-Factor Authentication: If required by the stakeholders the solution will provide two-factor
authentication (2FA] to add an extra layer of security to user accounts.

v’ Error Handling: The application will implement a robust error handling to ensure that the application can
gracefully handle errors and prevent the disclosure of sensitive information.

v Content Security Policy (CSP): Implementing a Content Security Policy (CSP) to prevent attacks like XSS
and Clickjacking.

v Regular Updates and Maintenance: Regularly update and maintain the web application to patch
vulnerabilities and improve security.
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To ensure the utmost security for the National E-Procurement Platform, we propose a
multi-faceted approach:

Authentication and Access Control: Implementation of strong user authentication, a
centralized |AM solution, and adherence to the least privilege principle.

Encryption: Deployment of data-at-rest encryption and secure protocols for data
transmission.

Network Security: Establishment of network firewalls, VPNs, and continuous monitoring for
suspicious activities.

Data Masking and Anonymization: Rigorous protection of sensitive data during development
and non-production environments.

Data Loss Prevention (DLP): Implementation of DLP solutions, policies and rules to prevent
data exfiltration.

Regular Security Audits and Penetration Testing: Ongoing assessment of vulnerabilities
and rigorous testing of security contrals.

Data Privacy and Compliance: Commitment to compliance with data protection regulations,
privacy policies, and the conduct of privacy impact assessments.

Employee Awareness and Training: Provision of security awareness training for all
personnel.

Regular Updates and Patch Management: Vigilant management of software components
through regular updates and security patch applications.
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A Strategic Phased Approach to Implementation j

The SOVEREIGN Framewor

EXECUCOMM applies its proprietary SOVEREIGN Framework, a 9-phase, end-to-end

methodology that translates palitical vision, fiscal constraints, regulatory requirements and
operational realities into a fully executable roadmap for nationatscale transformation. This framework
ensures that every aspect of the National e-Procurement Platform, from policy objectives to sprint-
level backlog items, is traceable, measurable and impact-oriented. By embedding governance,
analytics, risk management, blended finance and capacity-building into each phase, the framework
guarantees sustainability, resilience and strategic outcomes.



- Scope & Strategy ‘l

This foundational phase converts political ambition into a bankable national program by combining deep
discovery, legal remediation, financial modelling, stakeholder alignment and brand pasitioning; EXECUCOMM
leads a multi-disciplinary diagnostic that maps Cabinet-level objectives into quantifiable procurement KPlIs,
identifies legal and policy blockers (e-signature, admissibility, data residency], inventories technical assets,
and produces a staged investment plan undempinned by an ROI/Rolmpact logic and blended finance options
— all wrapped in a communications and stakeholder strategy that secures mandate and builds early trust.

Key Activities

v National Discovery Workshops: curated, executive-level workshops with Cabinet, Ministerial leadership,
OPR, Auditor General, Data Protection Authority, Ministry ICT, and a civil society roundtable to align
political objectives and secure an explicit program mandate.

v Procurement Spend & Market Mapping: comprehensive analysis of historical procurement spend, high-
volume commodity and service lines, contract leakage points, cycle times, frequency of exceptions
(sole/single/limited), and SME participation mapping.

v’ Technical & Data Inventory: inventory legacy systems (ERPs, Treasury, HRMIS), identity providers, OPR
registry, network topologies, data classification, and current hosting arrangements; produce an
interoperability matrix and data quality baseline.

v Legal & Policy Gap Analysis: conduct a jurisdictional review and prepare prioritized legal remediation (e-
signature, admissibility of electronic records, archiving, FOI alignment, procurement thresholds,
exceptions policy, data residency and cross-border transfer rules).

v Business & Financial Modelling: build TCO [CapEx vs OpEx], cashflow modelling, sensitivity analysis and a
blended finance architecture (grant tranche — performance tranche — PPP/ subscription model
options) that demonstrates long-term financial sustainability and ROl triggers.

v Branding & Communications Blueprint define the platform’s narrative, naming options, initial visual
identity directions, public trust/engagement strategy and communications cadence to keep public,
suppliers and oversight bodies informed and confident.

v Impact & Inclusion Mapping: define high-value social objectives (SME uplift, wormen,//youth participation,
local content targets), baseline socio-economic indicators, and measurement approach to capture
Rolmpact from day one.

v’ Stakeholder Appetite & Risk Assessment: map stakeholder incentives, points of resistance,
union/industry concerns, civil society watchdog expectations and create a prioritized stakeholder
engagement plan.



- Scope & Strategy (continued) ‘l

Deliverables

v Program Charter & Staged Investment Plan (pilot — scale — sustain] including a prioritized budget
envelope, financing options, and tranche-linked milestones.

v Comprehensive Stakeholder Map, Engagement Plan and Communications Blueprint with draft messages,
press strategy and consultation calendar.

v’ Technical Baseline & Interoperability Matrix (systems inventory, API readiness, identity federation plan).

v’ Legal Gap Analysis and Draft Remediation Instruments (draft administrative orders, regulation
amendments, MOU language for data sharing).

v Baseline Procurement KPIs, Data Quality Baseline and initial MEL framework [Monitoring, Evaluation &
Learning architecture).

v’ Risk Register & Mitigation Matrix with contingency funding and political risk mapping.

v Preliminary Brand Concept & Naming options, and a stakeholder-tested value proposition narrative.

Governance Triggers

v’ Cabinet/Steering Committee endorsement of the Program Charter and initial budget envelope.
v Formal appointment of EXECUCOMM as Strategic Management Partner (mandate letter).
v/ Sign-off on pilot ministries and tranche release conditions.

KPIs

v’ Signed Program Charter within X weeks.

v/ Baseline data completeness score (e.g., % of procurement spend captured).
v’ Legal gaps prioritized and remediation timeline agreed.

v' Decision on pilot ministries and budget tranche approved.

Data as Strategic Asset

v/ Establish data classification and retention policies; register procurement datasets as sovereign assets;
design metadata schema to enable future analytics, open-data publication and machine-readable exports.

v’ Create data steward roles and assign custodianship per ministry.

Impact & Legacy

v’ Clear line-of-sight from Cabinet objectives to measurable procurement outcomes; early communications

that set expectations and position procurement reform as a public good; a bankable plan that unlocks
blended finance and donor interest.



- Organize & Onboard ‘l

This phase institutionalizes delivery capability and accountability by creating the PMO, Data Governance
Council, Legal Waorking Group and Supplier & Civil Society Advisory Panel; it operationalizes

EXECUCOMM's Change, Branding, Communications, and Impact strategies to embed transparency and
adoption into governance, while establishing vendor procurement rules, contracting guardrails, and capacity
planning necessary to supporta national roll-out.

Key Activities

v

PMO Establishment & Resourcing: recruit Program Director, Delivery Managers, Finance Contraoller,
MBS Lead, Technical Architecture Lead, Change Manager and Communications Lead; define
organogram and staff secondment plans across partner ministries.

Gowvernance & Oversight Bodies: establish Data Governance Council (data stewards, privacy officer),
Legal Working Group (AG office, OPR, MoF legal), and Supplier & Civil Society Advisory Panel with
transparent ToR and public reporting obligations.

RACI, SOPs & Decision Rights: create RACI matrices, change control SOPs, incident/issue escalation
protocaols, procurement governance framewaorks, and emergency response playbooks.

Vendor Procurement & Contracting Plan: prepare procurement documentation for platform vendors,
infrastructure, professional services and maintenance; define evaluation criteria, conflict-of-interest rules,
performance bonds, SLAs and KPlIs.

Communications & Brand Onboarding: operationalize initial brand identity (phase O identity pack) across
internal channels; launch stakeholder education sessions and supplier orientation programs.

Capacity & Training Roadmap: design modular training curriculum for procurement officers, ICT staff,
evaluation committees and auditors; develop certification pathways and National CoE staffing plan.

Blended Finance & PPP Agreements: finalize MoUs with finance partners, term-sheets for investment
tranches and draft PPP framewaorks for long-term support.

Deliverables

v
v
v

Fully staffed PMO with role descriptions, onboarding plans and performance metrics.

Governance documentation: charters, RACI, SOPs for procurement of vendors and change contraol.
Vendor procurement plan and draft RFP/tender documents for core vendor tiers (platform, infra, local
support).

Data governance charter and initial metadata standards.

Communications package for intemal and external audiences; supplier engagement calendar.



- Organize & Onboard (continued) j

Governance Triggers

v/ Formal mandate and signing of senvice agreement with EXECUCOMM as Strategic Management
Partner.

v’ Data-sharing MOUs executed with key agencies (Treasury, OPR, MoF).

v’ Vendor procurement authority granted to proceed to competitive procurement or direct awand for pilots.

KPIs

v" PMO fully operational (FTEs recruited within timeling).

v' Data Governance Council established and first meeting held.

v’ Vendor procurement plan approved and tender documents published.
v' Initial supplier onboarding sessions executed.

Data as Strategic Asset:

v/ Establish master data management rules, agree canonical supplier identifiers; define single source of
truth for supplier registry (link to OPR].
v’ Set rules for anonymization and publishing of open procurement datasets.

Impact & Legacy
v’ Institutional foundations for long-term stewardship; a governance and civitsociety engagement model

that increases legiimacy and reduces political risk; capacity plans that professionalize procurement
roles.



- Validate & Pilot ‘l

Pilots act as the program’s de-risking laboratory: EXECUCOMM designs high-fidelity pilots across 1 -3
ministries to validate end-to-end workflows, ministerial multi-tier evaluations, Treasury/ERP integrations,
exception handling and grievance mechanisms; pilots intentionally stress complex scenarios so the program
proves not only technical delivery but legal, operational and socio-economic readiness — with all tests
designed to yield quantified ROl and Rolmpact evidence that unlocks scale tranches.

Key Activities

v Pilot Selection & Prioritization: select ministries and procurement categories based on readiness,
strategic impact potential, and integration complexty (e.g., works, consultancy, goods).

v PoC Environment & Data Migration: spin up isolated PoC environments, migrate sanitized historical data,
seed master supplier registry and e-catalogue subsets.

v’ Integration Tests: connect to Treasury,/ERP sandbox endpoints, test two-way reconciliation, simulate
payment flows and ledger integrity checks.

v/ Evaluation & Grading: implement human-in-the-loop Al scoring in procurement evaluation committees,
capture explainability logs, and run parallel manual evaluations to compare results.

v Grievance & Appeals Simulation: exercise protest workflows, public complaint logging, and redressal
mechanisms to ensure legal auditability and public accountability.

v User Acceptance & Accessibility: run UAT with end-users procurement officers, evaluation committees,
suppliers) and accessibility testing (VWWCAG compliance).

v Impact & ROl Measurement: quantify pilot outcomes — cycle time reductions, estimated monetary
savings, SME award rates, and projected social impacts; package evidence for governance decisions.

Deliverables

v' Pilot scripts, test cases, and PoC platform with seeded datasets.

v UAT reports, penetration & performance testing reports, and prioritized remediation backlog.

v’ Pilot impact metrics pack: measured cycle-time reductions, sample cost-savings, SME inclusion statistics,
and qualitative user feedback.

v’ Explainability logs and Al model performance documentation for auditability.

Governance Triggers
v" Go/No-Go Gate for national rollout, contingent on pilot success criteria (security pass, integration SLAs

met, user adoption targets).
v' Approval to release scale tranche funding based on validated pilot outcomes.



- Validate & Pilot [continued] ‘l

KPlIs

Pilot cycle-time reduction vs baseline (e.g., X% reduction).

% of procurement transactions executed digitally in pilot ministries.
Al-assisted scoring accuracy & explainability metrics.

Supplier satisfaction and user adoption index
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Data as Strategic Asset

v Use pilot data to validate master data hygiene, determine canonical supplier attributes and refine
analytics models for forecasting and fraud detection.

v' Publish pilot open-data extracts to demonstrate transparency and support civiksociety monitoring.

Impact & Legacy

v’ Pilots produce hard evidence of savings and social benefit that de-risk scale, build public trust through
auditable results, and operationalize model governance for future Al/ML usage.



- Engineer & Build ‘l

Thisis the program’s engineering backbone: EXECUCOMM Technologies, Argusoft and partners implement
a full production-grade platform using a Hybrid (Waterfall + Agile) methodology and a ServiceOriented
Microservices Architecture (SOMA] deployed to sovereign infrastructure; the build phase embeds legal rules
into the rules engine, integrates payment and Treasury reconciliation, implements DevSecOps and Cl/CD,
and produces hardened analytics, MEL and compliance modules — all delivered to the governance and
security standards required for national-critical systems.

Key Activities

v’ Final Solution Architecture Sign-Off: finalize the system steady-state diagrams, app architecture
diagrams, API catalog and system non-functional requirements (performance, DR, RTO/RPQO).

v" Microservices & API Development: build microservices for requisitioning, RFx, bidding, evaluation, e-
contracting, payments, audit, analytics, and master data services; enforce API-first design.

v" DevSecOps & Cl/CD: implement GitOps, container signing, automated static & dynamic security
scanning, vulnerability remediation and automated deployment pipelines to lower change risk.

v' IAM & PKI Services: implement SSO, MFA, RBAC, delegated authority workflows, certificate management
and HSM /PKI for e-signing where legally validated.

v" Immutable Storage & Audit Trails: implement WORM,/ Object Lock S3-compatible storage for bid
packages and contracts; centralize immutable audit logs (Elasticsearch/immutable store] with tamper-

evident mechanisms.

v/ Payment & Treasury Integration: implement payment orchestration, allocation-aware release
mechanisms, milestone-based payment automation and automated reconciliation with Treasury APIs.

v Analytics, Al & MEL Modules: build ELT pipelines, data lake structures, model registry, initial Al models for
vendor sconing, anomaly detection, forecasting and Rol/Rolmpact dashboards (in partnership with

DataAura/ analytics engine).

v Security & Compliance Testing: execute penetration testing, SOC/SIEM onboarding, security
accreditation, PCl/PA-DSS evaluations for e-payments where applicable.

v" Documentation & Automated Testing: create system runbooks, operations documentation and
automated test suites (unit, integration, e2e).

Deliverables

v’ Production-ready platform, full API catalog, microservice registry and deployment pipelines.

v/ IAM and PKI services, immutable storage policies, audit trail architecture.

v Master supplier registry, e-catalogue, etendering, e-contract, payments and analytics/ MEL modules.
v/ Security accreditation pack: pen test reports, SOC/SIEM logs, compliance checklists and remediation

closure evidence.

v" Cl/CD pipelines and automated test suites with pass criteria.



- Engineer & Build (continued) j

Governance Triggers

v' Technical Oversight Committee architecture sign-off.
v/ Security accreditation and SOC /SIEM acceptance for production.
v Completion of a risk acceptance threshold (RAT) and performance benchmarks.

KPIs

v’ Sprint velocity, code quality & test pass rates.

v' APl latency & throughput metrics; production readiness indicators.
v/ Security metrics: vulnerabilities resolved, SOC alerts within SLA.

v' Integration SLAs met for Treasury, ERP and identity services.

Data as Strategic Asset

v Build the enterprise data lake and governance model enabling analytics, policy dashboards and curated
open-data feeds; register procurement datasets in national data catalog and define access tiers.

v Implement model registries, explainability logs and bias testing frameworks to ensure Al models are
auditable and fair.

Impact & Legacy

v’ Deliver a hardened, sovereign, auditable platform that operationalizes policy, reduces leakage, and
generates the data infrastructure underpinning long-term evidence-based governance and economic
planning.



- Run & Stabilize j

This phase transitions the platform into live operations with Site Reliability Engineering (SRE] practices, tiered
support, National Centre of Excellence (CoE) knowledge transfer, robust SLA enforcement, national supplier
onboarding campaigns, and brand-led public communications; EXECUCOMM leads the operationalization
while ensuring continuity, adoption and measurable early retums.

Key Activities

v

Cutover Planning & Parallel Run: detailed cutover procedures, dry-runs, parallel operations where
required and rollback plans to ensure service continuity.

SRE & Incident Management implement SRE practices, define error budgets, runbooks for incident
response, escalation matrices and SLA enforcement framewaorks.

Tiered Support Model: stand-up L1 helpdesk, L2 technical resolution and L3 engineering teams with
SLAs and KPlIs; define support escalation and handover to Inteliconsult/EXECUCOMM Technologies for
steady-state.

Knowledge Transfer & CoE Launch: structured transfer of operational knowledge to National CoE, PMO
and ministry teams, include runbooks, runbooks for DR, training modules and certification pathways.

Supplier Onboarding & SME Clinics: national supplier registration drives, SME clinics, e-catalogue
enrollment campaigns and digital clinics to reduce participation barners.

Communications & Public Launch: national launch event, media packages, transparency dashboards, and
rollout of feedback & grievance channels; publish first tranche of open procurement data.

SLA Monitoning & Performance Optimization: real-time dashboards for uptime, MTTR, transaction
throughput and supplier onboarding rates.

Deliverables

Production runbook, SLA catalogue and monitoring dashboards.

Knowledge transfer pack: runbooks, operational procedures, training materials and certification
schedules.

Live public procurement portal with searchable tender notices and initial award datasets.
Supplier onboarding statistics and helpdesk triage logs.



- Run & Stabilize (continued) ‘l

Governance Triggers

v Production acceptance certificate and public launch approval.
v' SLA sign-up and operational readiness confirmation by ministries and SOEs.

KPIs

v Platform uptime and availability (e.g., >99.9%).

v' MTTR [Mean Time to Resolution) and incident volumes.

v Supplier onboarding rate and % of SMEs registered.

v’ User satisfaction scores for procurement officers and suppliers.

Data as Strategic Asset

v Operational datasets feed MEL and Rol dashboards, anonymized open-data feeds enable civil society
monitoring while preserving sensitive details via governance rules.

v’ Use operational analytics to optimize supplier inclusion programs and identify high-impact commoadity
categories.

Impact & Legacy

v A stable, trusted production service thatimmediately reduces administrative burden, increases public
visibility and provides the evidence base for reinvesting efficiency gains into broader national priorities.



- Evaluate & Measure ‘l

EXECUCOMM activates an advanced MEL engine that turns transaction logs into accountable impact;
measurement is formative and summative — dashboards and independent audits validate Rol and Rolmpact,
open data publication builds public trust, and verified performance metrics feed govemance decisions and
tranche-based financing to scale the platform.

Key Activities

v

Live KPI Dashboards & Automated Reporting: build dashboards tailored for Ministers, Finance, Auditor
General, OPR and the public; automate extraction for auditors and oversight agencies.

Independent Audits & Counterfactual Evaluations: commission third-party audits and counterfactual
studies to validate savings and social outcomes relative to business-as-usual.

Rol & Rolmpact Accounting: monetize efficiency gains (time and cost savings), quantify social outputs
[SME awards, jobs created) and map these to reinvestment rules.

Data Quality & Governance Reviews: continuous improvement cycles for master data, supplier records
and transaction integrity; implement data quality SLAs.

Publication & Transparency Cadence: schedule structured open-data releases, ensure machine-readable
APls and register data releases with data.gov.tt or relevant portal.

Financing Tranche Gates: structure decision points that release scale funding based on validated MEL
results and governance approvals.

Deliverables

v
v
v
v

Live, role-based KPI dashboards and reporting suites.

Quarterly independent audits and annual impact evaluations.

Rol/Rolmpact scorecards with monetized savings and social value estimates.
Open data APl endpoints and a publication calendar.



- Evaluate & Measure (continued) ‘l

Governance Triggers

v Release of first independent impact evaluation and subsequent approval of reinvestment rules into O&M.
v Review and approval of tranche-based financing disbursal for scale phase.

KPIs

% spend processed via the National Procurement Platform (NPP).
Cycle-time improvements and cost savings (monetized].
of SMEs awarded and % increase in local supplier participation.
Timeliness and completeness of open-data publication.
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Data as Strategic Asset:

v' Mature data products (procurement observatory, forecast models) feed macro fiscal planning and
investor decision-making; procurement-backed datasets power credit sconng and supplier financing
models.

v’ Publish anonymized, machine-readable datasets that support research and accountability.

Impact & Legacy:
v’ Verified evidence of fiscal savings and social benefits that can be reinvested into the platform, capacity-

building, and national priorities; measurable accountability that attracts donor confidence and private
investors.



- Innovate & Iterate j

The Procurement Innovation Lab is institutionalized to ensure continuous improvement, ethical Al
governance, and an open AP| economy; the Lab curates sandbox environments, manages model governance
(explainability, bias testing, drift monitoring), hosts third-party innovation and pilots advanced use-cases
(predictive procurement, fraud engines, supplier financing triggers), thereby keeping the platform ahead of
global practice and aligned to national impact goals.

Key Activities

v’ Establish Innovation Lab & Sandbox: staff product managers, data scientists, legal/ ethics advisors and
DevOps to run a governed sandbox environment for pilots.

v API Marketplace & Third-Party Ecosystem: publish certified APls and establish a developer certification
and app marketplace for third-party integrations and value-added services.

v" Model Governance & ML Lifecycle: maintain a model registry, implement explainability reports,
fairness/ bias checks, performance monitoring and re-training cadence.

v’ Pilot Advanced Use Cases: run validated pilots for predictive procurement planning, dynamic pricing,
demand forecasting, real-time fraud detection and supplier financing triggers.

v’ Certification & Accreditation: develop standards and certification routes for third-party applications and
analytics modules to be production-certified.

v/ R&D & Partnership Cultivation: collaborate with universities, research institutes and regional partners to
co-develop models and procure research grants.

Deliverables

v Innovation Lab charter, sandbox environment and model registry.

v API catalog and third-party certification toolkit.

v’ Pilot validation reports and module release notes.

v Gowernance artifacts: model risk assessments, explainability documentation and bias mitigation plans.



- Innovate & Iterate (continued) j

Governance Triggers

v" Model governance standards approved and sandbox pilot approvals granted.
v’ Certification of first third-party apps for production use.

KPIs

v" Number of validated lab pilots and third-party integrations.

v Reduction in false-positive fraud alerts and improvement in forecast accuracy.

v Time-to-certify third-party apps and developer onboarding metrics.

Data as Strategic Asset

v Use sandbox outputs to build certified analytics products and services that can be packaged for
government planning, investors, and commercial opportunities.

v' Model outputs feed procurement planning, supplier finance credit indicators, and sector strategy.

Impact & Legacy:

v An institutional engine that ensures the platform evolves ethically and effectively; a local developer
ecosystem that creates economic opportunities and positions the platform as a regional innovation hub.



- Grow & Scale j

Scaling is both national extension and regional diplomacy: execute a phased national roll-out across
ministries, SOEs and municipalities while packaging an exportable, sovereignty-compliant configuration for
regional partners; secure MoUs, create multi-ingual support, expand CoE capacity, and monetize regional
services to transform the platform into a national export asset.

Key Activities

v" Nationwide Roll-out Waves: phased waves with tailored training, integration, and SLA ramp-up plans; local
change champions and decentralized support nodes for regional adoption.

v Regional Interoperability & MoUs: negotiate interoperability MoUs with CARICOM peers, define cross-
border data exchange protocols that respect sovereignty, and launch pilot cross-border tenders where
feasible.

v" Multi-currency & Regulatory Localization: extend payment and tax handling to support multi-currency and
jurisdictional variance handling for regional deployments.

v Commercialization & Export Model: define subscription, implementation and support pricing models for
export markets; create regional service packages and standards.

v’ Scale-Up CoE & Ecosystem: expand the National CoE into regional support hubs and certify regional
partners for implementation.

Deliverables

National roll-out plan with wave schedules, resource allocations and risk mitigations.
Regional export package, interoperability specifications and cross-border SLA templates.
Pricing and commercialization model for export and support services.

Expanded helpdesk capacity and training schedules for nationwide adoption.

AN NN



- Grow & Scale (continued) ‘l

Governance Triggers

v’ Interoperability MoU signings and pilot agreements for cross-border operations.
v" Funding tranche release for scale phase based on MEL approvals.

KPIs

v" Nationwide adoption rate: % of ministries and SOEs onboarded within schedule.
v Regional pilotlaunches and partner sign-ons.

v" Revenue or subscription uptake from export,/ commercialized services.

Data as Strategic Asset

v’ Build regional benchmarking datasets for price discovery, supplier performance and cross-border
procurement analytics; package certified analytics products for regional ministries and investors.

Impact & Legacy
v’ A sovereign platform that becomes a regional standard and a national export, generating foreign

exchange, strengthening diplomatic ties and showcasing Trinidad & Tobago as a digital governance
leader.



- Nurture & Sustain ‘l

Sustainability institutionalizes the transformation: finance O&M from recycled efficiency gains and blended
finance instruments, professionalize procurement through certification and a permanent National CoE,
embed supplier finance mechanisms and SME acceleration, operationalize a procurement observatory and
ensure annual independent impact evaluations — converting the platform from a projectinto a durable
national asset and an engine for economic and social development.

Key Activities

v’ Five-Year Sustainability Plan: finalize longterm funding routes [percentage of savings, subscription
revenues, municipal contributions, donor/ partner top-ups), O&M budgets and lifecycle upgrade plans.

v’ Institutionalize National CoE: recruit and certify staff, establish governance, training pipelines, and
administrative structures for long-term operations and R&D.

v’ Supplier Finance & SME Ecosystem: launch procurement-backed finance products, accelerate SME
programs, vendor mentoring, and preferential schemes where policy permits.

v’ Certification & Professionalization: create national procurement certification paths (linked to civil service
promotion and CPD) and vendor accreditation programmes.

v" Annual Independent Impact Evaluations: commission independent evaluations, maintain continuous
governance reviews and implement improvement roadmaps.

Deliverables

Five-year sustainability & funding plan and blended finance term sheets.
Operational National CoE with training pipelines and certification frameworks.
Supplier finance mechanisms and vendor accreditation materials.

Annual independent impact evaluation report and governance action plans.

AN NN



- Nurture & Sustain (continued) ‘l

Governance Triggers

v’ Ratification of long-term funding model and integration into national budget processes or sustainable
financing instruments.
v National CoE fully operational and recognized by oversight bodies.

KPIs

Net present value of savings vs TCO over five years.

% of O&M funded domestically from reinvested savings and platform revenues.
Uptake of supplier finance and improvement in SME participation.

Publication and implementation of annual independent evaluation recommendations.

SNENENEN

Data as Strategic Asset (mature stage):

v Host a national procurement data exchange with certified analytics products for government planning,
investors, and researchers; enable procurement-backed credit scoring and supplier offtake visibility for
financiers; create a national procurement observatory that informs macro-fiscal planning and sectoral
industrial policy.

Impact & Legacy:
v’ Institutionalization of procurement as a professional discipline and national asset; demonstrable and

reportable socio-economic outcomes (jobs, SME growth, inclusion), and a platform that funds its own
upkeep while contributing to long-term national resilience and economic strategy.



A Disciplined Approach to Critical Indicators of Progress

Our Timelines & Milestones

Our Timelines & Milestones provide a comprehensive roadmap for the National eProcurement
Program, detailing the phased progression from initial strategy and scoping through to fultscale
institutionalization and sustainable operations.

Each phase is meticulously planned with integrated strategic, financial, legal, operational and
technological activities, ensuring that every decision and action is aligned to national objectives,
stakeholder expectations and measurable outcomes.

By structuring the program into distinct yet interconnected phases, we provide clear visibility on
deliverables, dependencies and governance checkpoints, enabling bath oversight and adaptability
throughout the project lifecycle.

.




S - Scope & Strategy

Estimated Duration: 8 - 12 weeks

This foundational period establishes the full strategic, financial, legal, and operational blueprint It includes
national discovery, alignment workshaops, fiscal modelling, legal reviews, stakeholder mapping, and the
development of the master business case. During this time, EXECUCOMM’s Strategic Suite, including
Business, Innovation, Impact, Digital, and ROl Strategy—will be activated to guide every downstream decision.

Key Milestones

Weeks 1-2: Stakeholder & Cabinet consultations, baseline data and policy mapping
Weeks 3-4: Legal and financial gap analysis; blended finance exploration

Weeks 5-6: Strategic business case finalization and value framework alignment
Weeks 7-8: Presentation of Investment Plan and National Alignment Report

AN N NN

Dependencies

v Qutputs from this phase form the foundation for procurement, onboarding, and legal reform planning.
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O - Organize & Onboard

Estimated Duration: 6 - 8 weeks

This phase builds the institutional machinery—PMO, Data Governance Council, Legal Working Group, and
Supplier & Civil Society Advisory Panels. It integrates Change Strategy, PPP Strategy, and Governance
Design to operationalize national accountability and transparency mechanisms.

Key Milestones

v' Weeks 1-2: PMO recruitment, charters, and govemance documentation finalized

v" Weeks 3-4: Data and Legal Councils operationalized; RACI and decision protocols defined

v' Weeks 5-6: Supplier Advisory Panel formed; early vendor onboarding strategy initiated

Dependencies

v Must follow Scope & Strategy outputs; overlaps slightly with early pilot preparation.
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V/ - Validate & Pilot

Estimated Duration: 10 - 14 weeks

Live pilots will be executed in selected ministries to validate design, integration, and governance models. This
phase integrates Digital Strategy (to ensure scalability and security), Change Strategy (for end-user
adoption), and Impact Strategy (for early measurement of efficiency gains).

Key Milestones

v" Weeks 1-3: Pilot ministries confirmed; test cases designed

v' Weeks 4-B: Pilot environment configuration and training

v" Weeks 7-10: Live pilot execution and UAT cycles

v' Weeks 11-14: Independent pilot review and stakeholder validation

Dependencies

v Relies on onboarding outcomes; informs full engineering phase.
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E - Engineer & Build

Estimated Duration: 16 - 20 weeks

This is the heaviest development cycle—where technology, policy, and process converge. EXECUCOMM
Technologies leads full system engineering and infrastructure deployment (Nutanix HCI, sovereign cloud
configuration, DevSecOps). Innovation Strategy and ROI Strategy guide feature prioritization and value
engineering for long-term returns.

Key Milestones

Weeks 1-4: Finalize architecture, development sprints begin

Weeks 5-12: Continuous integration & testing, module builds (procurement, contract mgmt, payments)
Weeks 13-16: System hardening, security audits, and readiness reviews

Weeks 17-20: Final UAT and pre-deployment acceptance

AN N NN

Dependencies

v Requires validated pilot feedback; runs parallel with communication design and branding initiatives.
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R - Run & Stabilize

Estimated Duration: 6 - 8 weeks

The system transitions into full production with controlled hypercare. EXECUCOMM activates Branding
Strategy and Change Management components for supplier onboarding, communications, and national
awareness campaigns.

Key Milestones

v Weeks 1-2: Cutover & live operations

v' Weeks 3-5: Tiered support and hypercare management

v" Weeks 6-8: Public rollout campaign and training completion

Dependencies

v’ Requires stable production system; overlaps with early evaluation setup.
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E - Evaluate & Measure

Estimated Duration: 8 weeks (initial cycle, then quarterly ongoing])

Performance is quantified through robust M&E, financial audits, and impact analytics. EXECUCOMM
integrates Impact Strategy and ROI Strategy frameworks to measure cost savings, efficiency
improvements, and socio-economic impact.

Key Milestones

v Weeks 1-3: Data dashboards configured, baseline metrics published

v" Weeks 4-6: Independent audit & evaluation reports compiled

v" Weeks 7-8: ROl / Rolmpact models finalized and published

Dependencies

v’ Operates postlaunch; continues throughout lifecycle.
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| - Innovate & lterate

Estimated Duration: 10 - 12 weeks (then continuous R&D)

The Innovation Lab is institutionalized—embedding R&D, ML governance, and the APl ecosystem. This phase
deploys Innovation Strategy and Digital Strategy to sustain competitive advantage and scalability across
government.

Key Milestones

v' Weeks 1-3: Innovation Lab charter and staffing

v" Weeks 4-8: Sandbox environments and model govemance implemented

v" Weeks 9-12: Launch of developer marketplace and third-party integrations

Dependencies

v’ Operates post-stabilization; feeds into national scaling roadmap.
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G - Grow & Scale

Estimated Duration: 10 - 12 weeks (or as per macro 24-month horizon)

Phased national rollout across ministries, SOEs, municipalities; regional interoperability and MoUs;
commercialization of export-ready sovereign platform; scaling CoE and vendor ecosystem.

Key Milestones

v" Weeks 1-3: National rollout waves scheduled; training and SLA ramp-up plans initiated
v' Weeks 4-6: Regional MoUs signed, pilot cross-border tenders launched

v' Weeks 7-10: Commercialization model finalized; regional support hubs certified

v" Weeks 11-12: National adoption metrics evaluated; milestone funding tranche released

Dependencies

v' Completion of Innovate & lterate outputs; post-stabilization operational data; MEL validation for tranche
release

exocucomm anﬁnglpq



N - Nurture & Sustain

Estimated Duration: 12-16 weeks (then ongoing national maturity cycle]

This phase institutionalizes sustainability, embedding procurement professionalization, vendor ecosystems,
and blended finance mechanisms. EXECUCOMM integrates Impact, Business, and ROl Strategies to
transform the projectinto a selffinancing national asset.

Key Milestones

Weeks 1-4: Five-year sustainability plan and O&M funding model established
Weeks 5-8: CoE fully operational, staff certified

Weeks 9-12: Supplier finance programs launched

Weeks 13-16: Independentimpact evaluation and continuous governance review

AN

Dependencies

v/ Culmination of all previous phases; forms the foundation for long-term resilience and scalability.
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A Detailed, Phase by Phase Financial Blueprint T
Your Investment

The Costing Breakdown provides a detailed, phase-by-phase financial blueprint for the National e-
Procurement Program, ensuring transparency, accountability and alignment with strategic
objectives. Each cost element has been carefully estimated to reflect global best practices for
nationalscale digital transformation projects, covering infrastructure, software, professional services,
training, security, analytics and operational support.

The Costing Breakdown serves as both a planning tool and an accountability mechanism, providing a
clear link between investment, expected ROI, socic-economic impact and long-term sustainability. It
ensures that the program is financially robust, scalable and capable of generating measurable
benefits while positioning the platform as a sovereign national asset with enduring value.
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this is your estimate

exocucomm

ATT: Kene Bryan
Ministry of Planning

CORE PIATFORM & INFRASTRUCTURE

19.09.25
ITEM DESCRIPTION QTY / DURATION UNIT COST (USD) TOTAL (USD) NOTES
Nutanix Hyperconverged 1 $600,000 $600,000 Includes 3-year support and
HCl Infrastructure server/storage initial setup
nodes, DR/ backup,
compute, networking
Sovereign Cloud High-avaiabilty, 1 $150,000 $150,000 Estimated 3-year cost
Hosting encrypted hosting, including redundancy and
compliance with data DR
residency
E-Procurement Core platfunﬂ.licen.se, 1 $1,000,000 $1,000,000 Perpetual license with
Platform Software modular functionality maintenance included
(RFx, bidding, e-
contract, payments)
Analytics & Al Engine ELT pipelines, 1 $250,000 $250,000 Includes model registry,
predictive analytics, explainability logs, anomaly
Rol/Roimpact detection
dashboards, ML
models
Hardware & Security Network applances, 1 $200,000 $200,000 Includes initial deployment
firewalls, PKI/HSM and 2-year maintenance
modules, IAM
services, immutable
storage
D_EVS_BOOPS & Cl/CD GitOps, container 1 $10,000 $100,000 Tools and initial configuration
Pipeline scanning, automated
testing, code
repositories

Subtotal Platform & Infrastructure

$2,300,000
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this is your estimate

ATT: Kene Bryan PROFESSIONAL SERVICES

Ministry of Planning

19.09.25
ITEM DESCRIPTION DURATION / SCOPE UNIT COST (USD) TOTAL (USD) NOTES
EXECU(_:DMM . Multi—disciplinary 24 MONTHS $50,000 / MONTH $1,200,000 Includes program charter,
Strategic Consulting team: Business, RO, legal review, procurement
Innovation, Impact, KPls, stakeholder
Digital Strategy management
Technology & System engineering, B - 8 MONTHS $100,000 / MONTH $700,000 Includes API development,
Platform Services microservices Treasury integration, testing
development, integration,
DevSecOps support
Legal & Policy E-signature, 3 -4 MONTHS $50,000 / MONTH $150,000 Includes gap analysis and
Advisory procurement thresholds, remediation instruments
FOl alignment, cross-
border data compliance
Training & Change Modular curriculum, 2 YEARS $100,000 / YEAR $200,000 Procurement officers,
Management certification, user evaluation committees
adoption programs SMEs, CoE
Brand& Identity, campaign 12 MONTHS $50,000 $50,000 Launch campaigns, public
Communications design, national trust & engagement
Services awareness, supplier strategy
engagement

Subtotal Professional Services $2,300,000
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ATT: Kene Bryan
Ministry of Planning

PILOT & VALIDATION PHASE

19.09.25
ITEM DESCRIPTION DURATION UNIT COST (USD) TOTAL (USD) NOTES

Piot Ministries 1-3 ministries; 10- 14 WEEKS $50,000 / PILOT $150,000 Costs include PoC setup,

Deployment |nc|ydes test user acceptance testing,
environment, data impact metrics collection
migration, UAT

G‘r'ievanlce & Appeals Exer.cise Iegal.wor'kﬂovys. 2 MONTHS $25,000 $25,000 Includes legal team and

Simulation public complaints, audit evaluation software
readiness

Pilot Ar)alytics Cycletime reduction, 3 MONTHS $25,000 / MONTH $25,000 Custom dashboards and

Reporting cost savings, SME reporting
impact

Subtotal Pilot & Validation

$200,000
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ATT: Kene Bryan
Ministry of Planning

RUN, STABILIZE & OPERATIONALIZE

19.09.25
ITEM DESCRIPTION DURATION UNIT COST (USD) TOTAL (USD) NOTES
Site Refabilty Error budgets, MTTR, 6 8 WEEKS $50,000 $50,000 Includes SLAs, dashboards,
Engineering incident management monitoring tools
Tiered Support Model L1-L3 support, helpdesk 6 MONTHS $75,000 $75,000 Ongoing operational support
setup, knowledge transfer
Supplier anoarding National registration 3 MONTHS $50,000 $50,000 Costincludes campaigns
& SME Cliinics drives, e-catalogue and SME incentives
enroliment
Soft Publ?c Lgunch & Media event, 2 MONTHS $25,000 $25,000 National Awareness
Communications dashboards, Campaign
transparency
reporting
Subtotal Run & Stabilize $200,000
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ATT: Kene Bryan
Ministry of Planning

EVALUATE, INNOVATE & ITERATE

19.09.25

ITEM DESCRIPTION DURATION UNIT COST (USD) TOTAL (USD) NOTES
MEL [Monitoring, KFPl dashboards, 8 WEEKS INITIAL + $100,000 $100,000 Integrates Rol / Rolmpact
Evaluation, Learning) automated reporting, ONGOING metrics and open-data
Engine independent audits publishing
Innovation Lab & Staff, ML governance, 12 WEEKS INITIAL + $150,000 $150,000 Al model registry, bias
Sandbox S?ndbox for 3rd party ONGOING testing, predictive

pilats procurement pilats

Third-Party API & Marketplace creation, 12 WEEKS $50,000 $50,000 Developer onboarding and
Developer Ecosystem certification, integration module certification

Subtotal Evaluate & Innovate $300,000




hellao

this is your estimate

exocucomm

ATT: Kene Bryan
Ministry of Planning

GROW, SCALE & NURTURE

19.09.25
ITEM DESCRIPTION DURATION UNIT COST (USD) TOTAL (USD) NOTES
National Rollout Ministry and SOE 4 - 6 WEEKS $300,000 $300,000 Includes multi-lingual training
Waves adaoption, regional and SLA ramp-up
nodes, change
champions
Regional Expgrt & CARICOM interoperability 6 MONTHS $200,000 $200,000 Commercialization and
Interoperability MoUs, cross-border subscription models for
tenders regional partners
Nationgl CoE Certification, training, 6 MONTHS $200,000 $200,000 Supplier finance
Expansion & operational handover mechanisms, SME
Professionalization acceleration programs
Sustginability & 08M Blended finance, 12 MONTHS $200,000 $200,000 Ensures selffinancing
Funding reinvestment of national asset
savings, long-term
lifecycle
Subtotal Grow & Nurture $900,000
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ATT: Kene Bryan CONTINGENCY & RISK MITIGATION
Ministry of Planning

19.09.25
ITEM DESCRIPTION ALLOCATION NOTES
To cover unforeseen costs,
Contingency Fund 10% of total budget $205,000 scope creep, inflation, or
exchange rate fluctuations

To ensure the National e-Procurement Program remains resilient against unforeseen challenges, a
contingency fund has been allocated, representing 10% of the total budget, approximately USD 205,000.

This reserve is designed to address patential scope changes, unexpected costs, inflationary pressures and
fluctuations in currency exchange rates.

By embedding this financial buffer, the program safeguards its milestones, maintains delivery momentum
and provides flexibility to adapt to evolving operational or political conditions, ensuring that strategic
objectives and timelines are not compromised.
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ATT: Kene Bryan YOUR INVESTMENT

Ministry of Planning

19.09.25

SCOPE DESCRIPTION TOTAL USD)

v' Platform & Infrastructure $2,300,000
v' Professional Services $2,300,000
v Pilot & Validation $200,000
v" Run & Stabilize $200,000
v' Evaluate & Innovate $300,000
v" Grow & Nurture $900,000
v’ Contingency & Risk $205,000

TOTAL

$6,405,000




A Global-Local Force for Government Modernization j

Our Partner Ecosystem

The strength of our proposal lies in the strategic alliance of a purpose-built partner ecosystem,
uniquely designed to minimize risk, ensure sovereignty and deliver longterm national value. This
consortium integrates global software expertise, sovereign cloud infrastructure, advanced
technologies and dedicated local support into a single, cohesive delivery model.

Together, this alliance blends strategic insight, international expertise, advanced technologies and
local capability, forming a consortium uniquely positioned to deliver a platform of this scale and
importance with confidence, sovereignty and sustainability.



A Commitment to Quality Assurance
Security by Design ’

At the heart of our approach lies a firm commitment to quality assurance and security by
design, principles embedded into the very foundation of our development process rather than
treated as afterthoughts. Every stage of system architecture, development and deployment is
guided by rigorous standards to ensure reliability, resilience, and trustworthiness.

Our development consortium is deeply versed in OWASP secure coding practices, which serve
as a baseline for all projects, ensuring robust protection against vulnerabilities from the outset.
This proactive stance enables the platform to be designed with secure authentication, granular
access control and comprehensive data protection builtin from day one.

We bring a proven record of delivering platforms that meet and exceed the most demanding
international standards, including SOC 2, PCI DSS, and ISO 27000 certifications. A tangible
demonstration of this expertise is the PayGate payment gateway in Jamaica, which facilitates
secure financial transactions across government entities and stands as evidence of our ability to
deliver solutions aligned with rigorous security benchmarks.

The proposed e-Procurement solution adopts a multi-layered security framework, starting with
the exclusive use of HTTPS encryption for all traffic, ensuring confidentiality and integrity in every
exchange. Advanced safeguards such as stringent input validation mitigate threats like SAL
injection and cross-site scripting [XSS), while secure password storage with modern hashing
algorithms and unique salts reinforces credential protection. A carefully implemented Role-Based
Access Control (RBAC) system enforces the principle of least privilege, limiting user permissions
strictly to operational needs, further reducing attack surfaces. The system also incorporates two-
factor authentication (2FA) to enhance identity verification and robust error-handling
mechanisms to prevent inadvertent exposure of sensitive information.

To extend protection beyond initial deployment, the platform integrates Data Loss Prevention
(DLP) capabilities, alongside a commitment to regular security audits and penetration testing.
This continuous monitoring and proactive remediation cycle ensures vulnerabilities are swiftly
identified and addressed, preserving the system’s long-term resilience against emerging cyber
threats.

By embedding these measures into every stage of design, development, and operation, we ensure
that the National e-Procurement Platform is more than just a functional system—it becomes

a secure, trusted, and enduring national asset, safeguarding public trust while enabling the
government’s digital transformation goals.
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Strategic leadership driving governance and transformation

EXECUCOMM j

Since its inception in 2007, EXECUCOMM has established itself as a premier business
solutions and management consultancy, renowned for translating strategic vision into
measurable, sustainable outcomes. Over nearly two decades, EXECUCOMM has managed
and delivered high-impact projects across multiple sectors, blending strategic foresight,
operational excellence and innovative execution to drive meaningful transformation. Our
expertise spans strategic advisory, business transformation, innovation, investment
strategy, governance and policy design, making us uniquely equipped to lead initiatives of
national significance.

At the core of EXECUCOMM's approach is a commitment to integrated, end-to-end
strategic execution. \We specialize in aligning political and organizational vision with practical
implementation, ensuring initiatives are not only launched but sustained over time. Through
our proprietary methodologies, rooted in research, benchmarking, and real-world
experience—we guide governments and enterprises to navigate complex ecosystems,
optimize processes, and enhance accountability.

EXECUCOMM has delivered major projects across both the public and private sectors,
including national plans and initiatives, reform strategies and strategic advisory
engagements that require multi-stakeholder coordination and rigorous governance. \\We
excel in stakeholder engagement, program management, risk mitigation, blended finance
planning and capacity building, ensuring every project under our leadership delivers
measurable impact and aligns with long-term socio-economic objectives.

Our leadership is locally informed yet globally aware. \We understand the nuances of
regional regulations, socio-economic conditions and palitical dynamics, while leveraging global
best practices to drive scalable solutions. EXECUCOMM'’s teams are skilled

in transformational leadership, change management, operational excellence and
performance assurance, ensuring that every initiative is executed with precision and
accountability.

From ideation through implementation and monitoring, EXECUCOMM functions as the
critical lead integrator and strategic advisor, bridging government priorities with technical
execution, operational coordination and governance oversight. Our ability to transform
complex national initiatives into structured, measurable and sustainable programs positions
EXECUCOMM as imperative to any transformative national-scale project.

argusoft & -
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Future-ready enterprise solutions and cybersecurity assuranc

EXECUCOMM Technologies j
e

Founded as an evolution of EXECUCOMM'’s consulting and advisory capabilities,
EXECUCOMM Technologies specializes in delivering enterprise technology solutions,
digital transformation programs and national modernization excellence for complex
organizations and governments, bridging the gap between strategy and technology, ensuring
that innovative solutions translate into practical, scalable and secure operational outcomes.

EXECUCOMM Technologies brings deep expertise in system architecture, application
development, cloud-based infrastructure and enterprise integration, making us a trusted
partner for multi-sector, high-stakes projects.

Our teams operate at the intersection of strategy, technology and operational execution,
ensuring solutions are not only technically sound but aligned with organizational objectives,
regulatory frameworks and socio-economic impact goals. \We provide end-to-end technology
oversight, including software development lifecycle management, implementation, data
governance and real-time monitoring of platform performance.

Beyond technology, EXECUCOMM Technologies drives digital literacy, capacity-building and
knowledge transfer, empowering teams to maintain and optimize complex platforms
independently. Through a combination of training programs, certification pathways and
advisory services, we ensure sustainable operational continuity long after deployment.

Our portfolio demonstrates proven ability to deliver innovative, sovereign and high-impact
solutions, blending global best practices with intimate knowledge of Caribbean and regional
operational realities. EXECUCOMM Technologies is both a technical provider as well as

a strategic enabler, turning technology into an instrument for sustainable development,
national capacity enhancement, and transformative socio-economic impact.
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Argusoft T
Global leadership in Government Digitization

Argusoft has a robust track record of delivering mission-critical digital platforms for
ministries and agencies globally, with a particular emphasis on large-scale government
digitization projects in Jamaica. This regional experience is particularly relevant as it
demonstrates a proven understanding of the regulatory and operational environment
common to Caribbean nations. The following case studies highlight our ability to deliver
complex, transformative solutions that directly align with the Ministry's requirements.

DVBI System, Public Procurement Commission, Govt of Jamaica: This project involved
developing an Al-driven data visualization and analytics platform to enhance the evaluation of
contractors in government procurements. The system features a conversational chatbot
powered by a large language model (LLM]), which allows non-technical users to generate
complex reports and charts through natural language queries. This solution optimized the
administrative workflow for contractor monitoring and evaluation, promaoting efficiency and
accuracy.

PEDMS System [Procurement Endorsement Database Management System, Public
Procurement Commission): This secure, web-based platform was designed to digitize and
streamline the procurement endorsement, monitoring, and compliance processes for the
Government of Jamaica PPC. The system includes automated, BPMN-based workflows for
complaint registration and resolution, ensuring process efficiency and compliance. Its
advanced Bl and Al/ML integration allows for the detection of anomalies in documents, while
an LLM-powered chatbot enables instant information retrieval. This project is a powerful
example of Argusoft's ability to build systems that embed compliance and enhance
governance.

Public Procurement Commission website, Jamaica: As the predecessor to the PEDMS and
DVBI platforms, this project involved rebuilding the Public Procurement Commission's website
to establish a new identity and provide essential public services. The new portal features
improved search functionality, mobile responsiveness, and WWCAG Level AA accessibility
compliance. This project demonstrates our experience in creating transparent, user-centric
government portals and simplifies the overall public procurement process through
collaboration and faster response times.

The parallels between these projects and the Ministry's current objectives are clear. The
DVBI and PEDMS systems demonstrate experience in both Al-driven analytics and complex
workflow automation within a procurement context. The development of a secure, public-
facing portal for the PPC further reinforces our ability to build the public-facing platform
required by the Ministry.
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Argusoft - Overview
Global leadership in Government Digitization

SRy
20+ Years
of experience

X
NS
Association with UN agencies,
WHO, UNICEF, FIND, PATH, Bill and
Melinda Gates Foundation
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Our work supports SDG 3:
Good Health and Well-being
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Engineers
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CITIZEN-CENTRIC application
development

Digital
Public
Goods

Published and accepted
Digital Public Goods by the
Digital Public Alliance

I1SO and CMMI5
Maturity

Driving Innovation with Expertise in
Al/ML and Predictive Analytics

=

Executed over a dozen
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Simply Cloud Solutions j

Sovereign infrastructure ensuring resilience and compliance

Simply Cloud Soelutions (SCS] is a pivatal partner, providing the secure, on-shore cloud
infrastructure for the platform's deployment. Founded in the wake of Hurricane Dorian's
devastation in the Bahamas in 20 9, the company’s mission is to redefine data storage and
resilience in the Caribbean. This origin story is a powerful testament to their deep
understanding of the region's specific challenges, particularly the need for robust data
infrastructures that can withstand natural calamities.

SCS's team is composed of veteran cloud technology experts with more than a decade of
experience in converged and hyperconverged systems. Their certifications include Microsoft
Certified Systems Engineer (MCSE), multiple Nutanix Certified Professional (NCP)
designations, and a VMware Certified Professional. This combination of skills and
certifications demonstrates a high level of expertise in a variety of cloud deployments.

As an authorized Nutanix partner, SCS is approved to resell Nutanix products and services,
solidifying its position as a trusted provider of cloud services. This partnership is crucial to
the proposed solution, as it ensures that the Ministry will receive support from a team with
certified expertise in the Nutanix platform, which simplifies operations and provides a resilient
foundation.
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Future-ready enterprise solutions and cybersecurity assuran.

Inteliconsult j
ce

Inteliconsult Ltd serves as the critical local infrastructure and technical support partner for
the National e-Procurement Platform, providing on-the-ground deployment, secure
networking and continuous operational oversight. As a Trinidad & Tobago-based IT services
and consulting firm, Inteliconsult ensures that the platform operates smoothly from day one,
offering immediate technical response capabilities, proactive system monitoring and rapid
resolution of incidents, thereby safeguarding continuity and reliability at every stage.

Inteliconsult’s expertise spans hardware procurement, installation, DevOps integration,
cybersecurity monitoring and steady-state maintenance, making it an essential link
between global technology solutions and local operational realities. Their local presence
guarantees resilient, accessible and responsive support, giving the government confidence
that the platform will remain secure, fully operational, and aligned with national objectives long
after initial deployment.

By providing continuous technical stewardship and operational reliability, Inteliconsult
enables the consortium to deliver a platform that is innovative and globally compliant as well
as sustainable, scalable and fully supported within Trinidad & Tobago, ensuring the
National e-Procurement Platform becomes a secure, strategic, and enduring national asset.
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Annex Deliverables & Operational Framework j

Contract-Ready Annex Package

This Annex Package provides a complete, contract-ready framewark ensuring clarity, accountability
and measurable outcomes across the project. It includes acceptance criteria, KPIs, SLA /SRE
metrics, change-control procedures, escrow,/IP provisions, governance charters, reporting
templates, security/compliance mapping, disaster recavery, training/handover protocols and
payment/invoice templates, establishing a clear roadmap for execution, monitoring and verification.



Full Scope Implementation Package

Project Framework for Execution & Governance j

ANNEX | - PAYMENT TERMS & MILESTONES

1.0 Payment Schedule - Summary Table
Payments shall be milestone-based and tied to demonstrable acceptance evidence and sign-off by
the Ministry’'s authorized acceptance officer.

Phase

Phase 1

Phase 2

Phase 3

Phase 4

Phase 5

Phase 6

Phase 7

Phase 8

Phase 9

Deliverable (short)

Requirements, SRS,
Architecture

Prototype Delivery

Core Modules

Integrations

Infrastructure

Deployment

UAT Completion

Go-Live

90-Day Hypercare

Transition to O&M

Payment % of

Acceptance Evidence Phase Total
Signed SRS, architecture 10%
diagrams, APl maps, approval

memo

Ul/UX prototype demo + 10%
usability report

Module test reports, sprint 25%
outputs, code repo snapshot

API test logs, integration 15%
sign-off with Treasury/OPR

Cluster validation, DR config, 10%
Objects/WORM validation

UAT sign-off, defect closure 10%
report (PO/P1 resolved)

Production cutover + 10%
stabilization report

Support logs showing SLA 5%
adherence

Handover pack, training 5%

certification, CoE sign-off

Payment Trigger

Ministry Acceptance within 10

business days

Accept sign-off & test user

feedback report

Test sign-off & security scan

pass

Integration acceptance &
reconciliation test pass

Infra validation & DR exercise

report

UAT acceptance

Successful cutover &

deployment checklist

Hypercare completion sign-off

Handover acceptance &

certification evidence
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Project Framework for Execution & Governance
Full Scope Implementation Package |

ANNEX | - PAYMENT TERMS & MILESTONES

1.1 Payment Conditions and Mechanics

a. Supplier shall invoice the Ministry within 7 business days of milestone acceptance.

b. The Ministry shall make payment within 30 days of receipt of a valid invoice.

c. Each invoice must reference the milestone number, invoice number, amount and include
acceptance evidence attachments.

d. Acceptance of deliverables must be provided in writing within 10 business days of delivery or
deemed accepted if no written rejection and corrective action plan is provided within 10 business
days.

e. Delays caused by the Ministry [including delayed approvals, missing data or cancelled review
sessions) shall automatically extend milestone due dates and do not constitute Supplier default. If
such delays exceed 20 business days, Supplier may invoice a progress payment equivalent to the
work-in-progress [WIP) % agreed in Annex IX (TCO / costing].

f. Al payments are subject to normal government withholding and statutory deductions as
applicable.

1.2 Payment Protections

a. Retention: 5% of each milestone payment shall be retained and held until final acceptance and
completion of Phase 9 (Transition), unless the parties agree otherwise. Retention to be released
within 30 days of final acceptance. [Negotiable]

b. Performance Security: Supplier shall provide a performance bond or bank guarantee equivalent
to 5% of the contract value, effective from Go-Live until the conclusion of the 24-month transition
to the National Centre of Excellence. [Negotiable]
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Project Framework for Execution & Governance
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ANNEX Il - CONTINGENCY, VARIATION & COST PROTECTION

2.1 Contingency Allocation

a. A contingency reserve of 10% of the total contracted value shall be established to cover
unforeseen technical requirements, regulatory change, vendor substitutions, unanticipated
integration demands, and infrastructure security variances. Use of contingency funds requires
Steering Committee approval per Annex lll governance rules. [Range: 10%-15%]

2.2 Variation / Change Control Framework

a. All scope changes will be handled in accordance with the Change Request process [see Annex
Xl — Change Request Form).

b. Change Request (CR] Life-cycle:

Submit CR via monday.com [change request form auto-populated).

PMO records CR and prepares a preliminary Impact Assessment (cost, schedule, technical,
compliance].

Steering Committee reviews and provides direction within 10 business days.

If approved, Supplier to provide firm quotation & schedule within 15 business days.

Parties execute a written Variation Order (VO] / Contract Amendment prior to commencement
of work.

c. No-cost Variations: cosmetic Ul changes, non-functional text edits, or minor configuration
tweaks not affecting integrations or data models that are documented and approved by the
Ministry PMO.

d. Emergency Changes: For critical security patches or statutory changes with immediate effect,
Supplier may proceed after notifying the PMO and obtaining retroactive Steering Committee
ratification within 5 business days. Emergency costs will be treated per contingency rules unless
otherwise agreed.

2.3 Scope Adjustment Conditions

a. Any scope reduction that reduces Supplier revenue by =10% triggers a commercial re-
negotiation clause to re-align resource allocation.

b. Any scope increase that increases revenue by =210% will require an updated project plan and
may trigger additional resource on-boarding lead-times.

exocucomm Xaghaimz
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ANNEX Il - GOVERNANCE, KPIs & REPORTING STRUCTURE
3.0 Governance Bodies & Charter (Short)

v Steering Committee (SC) - Strategic approvals, risk appetite, funding tranche releases; meets
monthly (or ad-hoc for escalations). Composition: Permanent Secretary, Treasury rep, AG rep
(or designate), OPR rep, PMO Chair, Supplier Executive Sponsor.

v' Programme Management Office (PMO]) - Day-to-day governance, reporting, change
administration; meets weekly. Responsible for monday.com management.

v Technical Working Group (TWG]) - Integration, architecture decisions, security & SRE, meets
bi-weekly.

v’ Legal & Compliance WG - Legal remediation, statutory alignment, AG office interface; meets
monthly.

v’ Supplier Advisory Panel [optional] - Supplier engagement & SME onboarding; meets quarterly.

Each body shall have a terms-of-reference [TOR) document signed within 10 business days of
contract award.

3.1 KPI Framework - Tiers, Metrics & Targets (Contractual KPIs)

Tier 1 - System Performance (Operational / Measurable)

v Platform Availability: 99.5% monthly (excluding scheduled maintenance).

v API Response Time (95th percentile) < 250 ms for core endpoints.

v Average Transaction Throughput: [Baseline - to be defined in SRS] transactions /sec.

v Data Immutability: WORM / ObjectLock enabled for audit logs (immutable retention palicy as
per Annex VII).

v’ Security: No Critical vulnerabilities open > 7 2 hours after disclosure; PO/P1 critical fix SLA as
per Annex IX.

Tier 2 - User Adoption & Capacity

v Procurement Officers Certified: 2 90% of target cohort within 6 months post Go-Live.

v' Ministry Activation Rate: At least 1 ministry onboarded per quarter during Year 1 rollout
waves (or as per agreed wave plan).

v Reduction in Manual Touchpoints: 2 30% reduction measured vs baseline after Year 1.

exocucomm Xaghaimz
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ANNEX Ill - GOVERNANCE, KPIs & REPORTING STRUCTURE

Tier 3 - Compliance & Governance

v Time-to-Award Reduction (end-to-end): 2 30% improvement vs baseline.

v Zero Unlogged Transactions: 100% of procurement events must be logged in immutable audit
trail.

v Successful Quarterly Compliance Audits: no unresolved high-severity compliance findings.

Tier 4 - ROI & Efficiency

v’ Increase in Vendor Participation: 2 20% increased supplier registrations Year 1 vs baseline.

v' SME Engagement: X% target (to be setin SRS).

v Procurement Cost Savings: modelled ROl delivered by Year 3 (append TCO/ROI model in
Annex IX).

KPI measurement approach: Every KPl will have a Measurement Definition including data source,
frequency, owner, and reporting format. KPIs will be in Monday.com dashboards and included in
Monthly Executive Dashboards.

3.2 Reporting Cadence & Templates

v' Weekly Progress Reports: Sprint outputs, blockers, mitigation, decisions required. [Template
in Annex XII).

v" Monthly Executive Dashboard: KPI summary, financial burn, risks & issues, highlight
decisions. (One-page executive + annexed data).

v/ Quarterly Outcome Assessments: Institutional strengthening, digital maturity, procurement
cycle metrics, compliance audit summary.

v' Annual Programme Review: Strategic outcomes vs target, TCO updates, sustainability plan
progress.

All reports will be stored in Monday.com and archived quarterly to government shared repository.
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ANNEX IV - INTEGRATED DELIVERY ROADMAP

4.0 High-Level Roadmap & Critical Path
(Text version; graphic Gantt & swimlane to be produced as a deliverable in Phase 1)

0-3 Months - Initiation & Discovery

Deliverables: Mobilization pack, validated SRS, high-level architecture, risk register baseling,
monday.com setup.

Acceptance: Signed SRS and mobilization report.

3-6 Months - Prototype & Core Module Build

Deliverables: Ul/UX prototype, core eProcurement modules (RFx, Bid Management, Vendor
Registry).

Acceptance: Prototype sign-off; module test reports.

6-9 Months - Integration & Security Hardening
Deliverables: Treasury/ERP/Identity integrations; security control implementation; pen tests.
Acceptance: Integration sign-off & Security Assessment Reports.

9-12 Months - UAT — Go-Live
Deliverables: UAT closure, migration runbook, production cutover.
Acceptance: Successful cutaver & stabilization.

12-24 Months - Hypercare, O&M & Transition

Deliverables: 90-day hypercare, 2-year phased transition to CoE, training & certification.
Acceptance: CoE sign-off and knowledge transfer evidence.

c

ritical path iterms: Legal remediation (e-signature, procurement rules), Treasury sandbox access,
vendor data migration readiness.
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ANNEX V - LEGAL, IP, SOURCE CODE & ESCROW (Option C: Hybrid Ownership - Contract)

5.1 IP Ownership - Hybrid Model

a. Definitions: “Custom Code” means code, scripts, workflows and configurations developed
specifically for the Government under this Contract. “Core Framework” means Supplier’s pre-
existing proprietary libraries, accelerators and underlying platform components not developed for
but licensed to the Government.

b. Ownership: Government shall own all Custom Code, deliverables, and work products created for
the Project. Supplier shall retain ownership of Core Framework and proprietary components.

c. License: Supplier grants the Government a perpetual, irrevocable, royalty-free, worldwide (or
limited to national use [Negotiable: Trinidad & Tobago only]] license to use, operate, modify, and
maintain the full platform, including derivative works based on Custom Code.

d. Source materials: All documentation, deployment scripts, 1aC, and architectural diagrams
related to Custom Code shall be delivered and updated as part of each milestone.

5.2 Source Code Escrow Agreement

a. Escrow Provider: The Supplier shall deposit into escrow with an accredited escrow agent
(agreed in writing by the Parties) the latest source code, build scripts and documentation for both
Custom Code and any Supplier-specific binaries required to operate the production platform (the
“Escrow Materials”).

b. Release Events [non-exhaustive]: insolvency of Supplier; Supplier breach (material failure to
perform]) after cure period; Supplier cessation of support for critical components; prolonged force
majeure preventing performance > 90 days. Release will be executed only upon written
certification by the Steering Committee that the release conditions have been met.

c. Escrow fees: Initial escrow establishment fees shall be borne by Supplier; ongoing storage fees
are to be split [Negotiable].

d. Escrow test: The escrow agent and Parties will perform an annual release-test to ensure build
reproducibility (sandbox restore] and release operations.

5.3 Open Source & Third-Party Components

a. SBOM & Licensing: Supplier must provide full SBOM for all deliverables, indicating open-source
components, version, license and risk assessment. No GPLv2 [viral) components shall be
embedded without prior written consent.

b. Responsibilities: Supplier remains responsible for maintaining third-party license compliance
during the warranty period and will remediate any license violations at no cost.

5.4 Warranty, Maintenance & Support

a. Warranty: Supplier warrants that Custom Code is free of material defects and substantially
conforms to SRS for 12 months post Go-Live (Warranty Period). PO/ P1 defects discovered
during Warranty to be fixed under warranty at no additional cost.

b. Maintenance: Post-warranty, support will be governed by an O&M agreement detailing support

tiers, response times and fees. h
mMm xrch——
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ANNEX VI - CLIENT RESPONSIBILITIES & COORDINATION (Contractual)

6.1 Ministry Obligations (Binding)

v Provide timely approvals within 10 business days for deliverables and 5 business days for
urgent security or compliance issues.

v Provide access to required systems, APIs, sandboxes and data in accordance with the
schedule and as documented in integration plans.

v Provide a single Programme Focal Paint with delegated authority for day-to-day decisions.

v Convene and secure participation from OPR, AG’s Office, Treasury, Data Protection Authaority,
and necessary MDAs per the pre-agreed onboarding wave calendar.

v’ Ensure all required statutory/administrative approvals are sought promptly to avoid program
delays.

6.2 Client-Side Support RACI

v R (Responsible) - Supplier: development, infra, SRE.

v A (Accountable] - Ministry PMO: acceptance, funding approvals.

v C [Consulted) - AG, OPR, Treasury, Data Protection Authority.

v" | (Informed) - Broader stakehaolder groups & public (as communications plan dictates).

6.3 Inter-Agency Coordination

Ministry to issue formal letters instructing required agencies to provide liaisons and meet defined
timelines; failure to convene or provide agency input within agreed timelines will be treated as
Ministry delay under Annex .

exocucomm Xaghaimz



Project Framework for Execution & Governance
Full Scope Implementation Package |

ANNEX VII - RISK, SECURITY, SOVEREIGNTY & CONTINUITY

7.0 Security & Compliance Mapping

Supplier shall provide a compliance mapping matrix that maps platform controls to the following
frameworks and standards (as applicable): ISO/IEC 27001, ISO/IEC 27017,/27018, NIST CSF,
SOCR2 Type ll, and national data protection law articles. This matrix must be delivered in Phase 1

and updated quarterly.

7.1 Data Residency & Sovereignty

v All production data, backups, logs and audit trails shall be stored on-shore within the
Government's SCS Nutanix cluster. No copies outside national borders unless explicitly
authorized by the Government.

v’ Access to the SCS cluster shall be controlled by Government managed identity, or by Supplier
only under government-approved emergency protocols.

7.2 Cryptography & Key Management

v' Data in transit must be protected with TLS 1.3 or higher.

v At rest encryption shall use AES-256 (or stronger) and keys managed by HSM under
Government control or in a government-approved KMS. Key rotation policy to be defined
(recommended: SO-180 days).

v Supplier to provide key escrow procedures for emergency access with joint custody.

7.3 DevSecOps & SBOM

v Cl/CD pipelines to include SAST/DAST, container scanning, SCA, and SBOM generation per
build.

v All release artifacts must pass an automated security gate prior to production promation.

exocucomm Xaghaimz



Full Scope Implementation Package
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ANNEX VII - RISK, SECURITY, SOVEREIGNTY & CONTINUITY

7.4 Penetration Testing & Vulnerability Management

v Annual third-party penetration testing [external and internal) with remedial action plan within
30 days of report.

v" Monthly automated vulnerability scans; critical vulnerabilities [CVSS = 9.0) must be remediated
within 72 hours.

7.5 DR, RPO & RTO

v' Multi-cluster replication with RPO < 15 minutes, RTO< 1 hour. DR runbooks must be tested
guarterly with recorded tabletop exercises and at least one live failover yearly. Test outcomes
to be included in Quarterly Outcome Assessments.

7.6 Incident Response & Forensics

v’ Supplier to maintain an Incident Response Plan mapped to severity levels, natify PMO within 60
minutes of detection for critical incidents, provide initial incident report within 4 hours, and a
full forensic report within 10 business days. Forensic data and logs must be preserved in
WORM storage.

7.7 Data Protection Impact Assessment [DPIA)

v" A DPIA must be provided in Phase 1 and updated for any material change. It should cover data
flows, special category data treatments, retention schedules, and mitigations.
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ANNEX VIII - TRAINING, SUSTAINABILITY & HANDOVER

8.1 Capacity-Building & Training Program

v’ Curriculum: Role-based modules (Procurement Officers, Technical Admins, CoE Engineers,
SREs, Legal/Compliance Officers).

v’ Delivery: Blended model - instructor-led workshops, e-learning modules, hands-on labs, and
Train-the-Trainer.

v’ Certification: Ministry Certified Procurement Systems Operator [Level 1-3) to be issued upon
passing exams and practical assessments. Certification criteria to be included in Phase 1
deliverables.

v' Target: 30% of active procurement officers certified within 6 months post GoLive.

8.2 Transition to National Centre of Excellence [CoE)

Two-year phased plan:

v Year 1: Hypercare & shadowing - CoE staff to shadow Supplier SRE and Dev teams, co-
manage incidents, and participate in backlog grooming.

v’ Year 2: Progressive handover - CoE takes full operational ownership of Tier-1 support and
progressively Tier-2/ 3 under joint runbooks. End of Year 2: independent CoE sign-off and
Supplier transition to advisory role.

8.3 Documentation & Knowledge Transfer
Supplier must deliver as part of each milestone: architecture blueprints, detailed runbooks, run-

time operational scripts, APl documentation, data dictionaries, test artifacts, and SBOMs. All
documentation shall be version-controlled in the Government Git repo or approved repository.
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ANNEX IX - TCO, SLA & SRE (Operational Schedules & Financial Protections)
9.1 Consolidated 3-Year TCO Model

Sections to include (deliverable in Phase 1):

Capital Expenditure (initial infra, licenses, set-up)

Recurring OpEx (support, license renewals, infra hosting, personnel)

Contingency reserve (10-15%)

One-time migration & legal remediation costs

Savings model / ROl assumptions (procurement cycle time improvements, fraud reduction,
vendor competition improvements)

SNANENENEN

A fully populated TCO spreadsheet will be produced as a Phase 1 deliverable. For contractual
schedules, include CapEx,/OpEx split and payment schedule.

9.2 SLA & SRE Metrics (Contractual)

Service Levels ([sample):
v’ Availability: 39.5% monthly uptime (credit regime below).
v Incident Response:
* Critical (Severity 4): 1 hour response, remediation or rollback within 4 hours.
* High (Severity 3): 4-hour response, remediation within 24 hours.
*  Medium (Severity 2): 24-hour response, remediation within 72 hours.
* Low (Severity 1): Response within 3 business days.
v' MTTD: Mean time to detect — < 30 minutes for critical issues.
v' MTTR: Mean time to repair — < 1 hour for critical incidents.
v/ Change Window: Scheduled changes to be done in pre-approved maintenance windows;
emergency changes per Annex II.

Service Credits & Penalties

v’ Availability shortfall: For each 0.1% below 99.5% prorated credit of monthly service fee up to
10% cap. Severe or repeated breaches may trigger Steering Committee action and potential
termination remedies.

On-call & Escalation

v Supplier to provide 24 /7 on-call rotation for Severity 3-4 incidents with named technical
leads and contact matrix in Annex XII.
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ANNEX X - INTEGRATION & INTEROPERABILITY (APl & DATA STANDARDS)

10.1 API Standards & Security

v/ Standard: RESTful APIs using JSON, OpenAPI (Swagger) specification for all public endpoints.

v Authentication: OAuth2.0 / OIDC with JWT. MFA enforced for privileged APl usage. Mutual
TLS for backend service-to-service calls.

v' Versioning: semantic versioning, backward-compatible changes for minor revisions; breaking
changes require 6 months lead-time.

v’ Rate Limiting: defined per APl with 95th percentile monitoring and throttling rules.

10.2 Data Exchange & Reconciliation

v Data format, field mapping, and reconciliation protocols to be captured in Integration Design
Documents (IDDs) for each integration (Treasury, Identity, ERP).

v Reconciliation cadence: nightly batch for financial records; real-time or near-realtime push for
procurement events. Reconciliation failure policy: automatic rollback or manual intervention
per agreed thresholds.

10.3 Test & Sandbox Requirements

v Supplier to provide integration sandboxes and sample datasets. Treasury/ERP to provide a
secure test endpoint with representative data. Integration tests and UAT to include
reconciliation test cases.
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ANNEX X - INTEGRATION & INTEROPERABILITY (APl & DATA STANDARDS)

ANNEX Xl - LEGAL BOILERPLATE (Essentials for Contract Schedules)

11.1 Key Clauses

v
v

Confidentiality: Mutual confidentiality obligations, duration 5 years post-contract or per law.
Data Protection: Compliance with national Data Protection Act; Supplier to act as Data
Processor when processing Government Personal Data and adhere to DPIA. Data processing
addendum attached.

Indemnities: Supplier indemnity for IP infringement due to Supplier code; Government
indemnity for data provided that infringe third-party rights. Cap = contract value excluding
amounts for gross negligence or willful misconduct. [Legal to confirm limits]

Limitation of Liability: Exclude indirect/ consequential damages; cap on liability equal to
contract value except for gross negligence, willful misconduct, or breaches of

confidentiality /data protection. [AG to advise]

Force Majeure: Excused performance for events beyond reasonable control after natice and
mitigation. Long-term FM (>90 days) allows either party to terminate with pro-rated
compensation.

Dispute Resolution: Step: Negotiation — Mediation (local) — Arbitration (neutral seat) or local
courts as agreed. [AG to confirm]

Insurance Requirements: Supplier to maintain professional indemnity, cyber liability, employer
liability and public liability insurance at industry-standard limits. Evidence of insurance to be
provided prior to contract signature.

Subcontracting/Sub-suppliers: Supplier to disclose sub-contractors and ensure flow-down
clauses; government approval required for critical sub-contractors (e.g., infra provider).

Audit Rights: Government to have audit and inspection rights (including security audits) during
contract term and for up to 3 years after termination.
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ANNEX X - INTEGRATION & INTEROPERABILITY (APl & DATA STANDARDS)

ANNEX Xl - LEGAL BOILERPLATE (Essentials for Contract Schedules)

11.1 Key Clauses

v
v

Confidentiality: Mutual confidentiality obligations, duration 5 years post-contract or per law.
Data Protection: Compliance with national Data Protection Act; Supplier to act as Data
Processor when processing Government Personal Data and adhere to DPIA. Data processing
addendum attached.

Indemnities: Supplier indemnity for IP infringement due to Supplier code; Government
indemnity for data provided that infringe third-party rights. Cap = contract value excluding
amounts for gross negligence or willful misconduct. [Legal to confirm limits]

Limitation of Liability: Exclude indirect/ consequential damages; cap on liability equal to
contract value except for gross negligence, willful misconduct, or breaches of

confidentiality /data protection. [AG to advise]

Force Majeure: Excused performance for events beyond reasonable control after natice and
mitigation. Long-term FM (>90 days) allows either party to terminate with pro-rated
compensation.

Dispute Resolution: Step: Negotiation — Mediation (local) — Arbitration (neutral seat) or local
courts as agreed. [AG to confirm]

Insurance Requirements: Supplier to maintain professional indemnity, cyber liability, employer
liability and public liability insurance at industry-standard limits. Evidence of insurance to be
provided prior to contract signature.

Subcontracting/Sub-suppliers: Supplier to disclose sub-contractors and ensure flow-down
clauses; government approval required for critical sub-contractors (e.g., infra provider).

Audit Rights: Government to have audit and inspection rights (including security audits) during
contract term and for up to 3 years after termination.
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Website: execucomm.com | execucommtechnologies.com

E-Mail Address: hello@execucomm.com

Address: 15th Floor | Tower D | International Waterfront Centre
Direct Line: 1.868.715.3116

infinite possibilities . limitless solutions

Based in Trinidad & Tobago
Serving the Caribbean
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